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1 Introduction	
This paper provides an overview of ethical tools available in the field of data, 

technology and other related areas. It is not a comprehensive review, but an initial map 
of initiatives and issues with further research being required in order to have a deep 
and systematic understanding of these tools. The main objective of the paper is to 
contribute to a better understanding of the available tools as part of the development 
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of the PESIA toolkit in the VIRTEU project. We also hope that this information will be 
useful more widely. 

The paper is divided in three sections. In the first one we categorise the tools we 
have found with relevant examples, the second section looks at some of the issues 
that appear, such as the quantification of ethics; and finally, the third part is a further 
list of examples of tools from related areas such as robotics. We do not provide a 
conclusion as such and this document can be used to check relevant sections and 
examples only, using the table of contents as an index. 

2 Types	of	tools	

2.1 Toolkits	
Toolkits for data ethics can be very diverse, and in some cases this term appears 

to be a semantic distinction that reflects the approach of the creators rather than a 
strict definition. Some toolkits are presented as complete coherent systems of 
interrelated tools that support each other in a well-defined process. Other toolkits are 
simply a collection of disparate tools, in some cases collected without systematic and 
consistent principles. 

 

2.1.1 Data	Ethics	Decision	Aid	Utrecht 
DEDA (De Ethische Data Assistent)1 is a toolkit developed by the Utrecht 

University Data School in collaboration with data analysts from the City of Utrecht to 
work through ethical issues in data projects, data management and data policies. The 
tools are targeted at data analysts, project managers and policy makers, 
correspondingly. This toolkit is an example of a comprehensive and systematic toolkit. 

DEDA aims to facilitate initial brainstorming sessions to map ethical issues in data 
projects, and it does not aim to produce compliance certification. The process however 
documents the deliberation with the expectation that this will increase accountability 
towards stakeholders and the public. This will depend on separate initiatives to 
disseminate the results, as the toolkit as such is not designed for participatory 
exercises involving external actors.  

The toolkit is composed of a worksheet for brainstorming sessions, an interactive 
questionnaire and a manual. The worksheet, reproduced below, is a large printed 
poster with a three-step linear process of thirty questions following a spiral leading to 
the decision. The same questions have been built into an online questionnaire. 

                                                             
1 Utrecht Data School. (n.d.). DEDA. Retrieved December 14, 2017, from 

https://dataschool.nl/deda/?lang=en 
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Figure 1 DEDA Utrecht Data School 

The poster requires the manual to work through the questions, but this is not 
available on the project website, which offers workshops as a service. The Dutch 
language website contains a work book with well-known case studies of data 
controversies, such as Ashley Madison or DeepMind Data Streams. 

The questions are grouped in various areas, but the structure for these is not 
apparent. For example, the opening questions on algorithms and explainability feel too 
abrupt coming before some basic data mapping and setting the sources. Policy 
questions on access, reuse, responsibilities, bias and transparency sit next to a 
section on visualisation of the data. It is possible that some of these questionnaires try 
to cover too broad a range of use cases, and analysts and policy makers may require 
different tools. 

The privacy questions are too general to be truly useful, e.g. “Does the dataset 
allow insight into the personal communication of citizens?”. Many developers may 
answer no, thinking that they do not monitor text or calls, but under the new e-privacy 
legislation in Europe, access to sensor data in devices may well be classed as such. 

The questionnaire also makes the incorrect claim that Privacy Impact Assessments 
are mandatory “when you work with personal data”, when this is only the case when 
there is a high risk to the rights of data subjects. 
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2.1.2 	Delft	TU	Ethics	for	Designers	Toolkit	
The toolkit prepared by Jet Gispen2 at Delft Technical University is formed of a free 

collection of templates that aim to develop three critical ethical skills in designers: 
moral sensitivity, moral creativity and moral advocacy. The templates are designed to 
be printed in large size and used for workshops with post-it notes, developing 
responses to structured questions.  

Each tool includes instructions for its use in a workshop context, including materials 
needed, participants and at what stage of the design process it should be used, e.g. 
framing, envisioning or validating. 

The templates include simple forms, such as an ethical disclaimer to foresee 
unethical situations and responsibilities, and more complex ones such a drafting tool 
for ethics contracts or a chart to compare different ethics approaches (virtue, 
deontology and consequentialism). The toolkit itself is presents in a value-free and 
pragmatic manner with little discussion as to why those skills are important. 

One interesting tool is the Moral Agent, which is a game with cards around a 
challenge to make an ethical design. Players get cards with moral values, and then 
have to write down related ideas without revealing their encoded moral value, e.g. 
Inclusivity. These ideas are them auctioned, and points allocated depending on the 
moral values. 

 

 

                                                             
2 Gispen, J. (2017). Ethics for Designers Toolkit. Retrieved December 18, 2017, 

from https://www.ethicsfordesigners.com/tools/ 
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2.1.3 Summary	
As we can see there are very different approaches, and there is a need for clarity 

as to what we may mean by a toolkit and how these can be part of the PESIA 
framework.  

Both types of toolkit can be useful depending on the target audience. Simple 
lightweight tools that do not demand commitment to a wholesale ethical programme 
could be more useful to some IoT developers. However, this kind of toolkit, such as 
the one from the Ethics & Policy Integration Center, requires more information and 
support attached to individual tools for these to be utilised to their full potential. In 
addition, in order to be useful as a whole, the toolkit would probably require more effort 
from users than one where a few selected tools are presented and the focus is on a 
simple clear process. 

The latter approach, exemplified by the DEDA, presents a different set of 
challenges. The process can be very prescriptive and require a lot of dedication, and 
even paid for support, in order to make it work. The questions that are seen as small 
steps in a larger process can sometimes require extra support. For example, 
understanding algorithmic effects in DEDA could in itself benefit from separate visual 
tools. 

The toolkit for designers by Gispert is much better than other collections of tools in 
how each tool is individually supported, thought through and designed to high 
standards. Although she is explicit about her approach based on developing three 
ethical skills, this is not fully explained and it would be difficult for an organisation or 
developer to build a structured and systematic process around these standalone tools, 
which are nevertheless excellent for a more casual approach. 

It is worth pointing out that in the cases we discuss the tools themselves are simple 
charts, tables and processes, not sophisticated pieces of software. In the DEDA, there 
is a simple online questionnaire. 

 

2.2 Principles	
Principles provide a “constitutional” top down approach to ethical behaviour, where 
any other rules should emanate from the higher-level principles, generally aligned 
with the deontological approach to ethics. They have the advantage of providing 
clear and fairly predictable lines, while other more reflexive tools for discussion can 
lead to behaviours that some stakeholders would not have predicted or agreed upon. 
They provide an actionable reference at any point where a decision has to be taken 
or an initiative checked, and not just at the point of inception of a new project. 

 
One potential issue with principles is their lack of flexibility, as they need to provide a 
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solid foundation, and as such they cannot be easily modified, or they could lose their 
power. Principles by themselves may not be enough to guide actual decisions. In the 
example we discuss below, for example, some apparently simple lines could require 
a lot of extra work to be interpreted and applied in practice. Finally, another issue 
with principles is that they can look good on paper but generally there is no clear way 
to check whether they are actually being followed. 

2.2.1 Tech	for	Good	
London based Tech for Good is a creative and media agency providing a broad 
range of services from film production and events to research or community 
management, around the theme of making technology support social change. They 
have a strong ethical leaning, as their name clearly indicates. 

 
Their definition of “tech for good” is based on a list of ten principles.3 These include 
focusing on the need to provide social benefits to a large number of people and 
ensure that technology has utility - and ideally empowers them - and is not just a 
source of novelty. They require technology to be “designed responsibly”, which 
translates into respecting the security and privacy of people’s data and being 
transparent about decisions. The disposition of funders sand team to reflect the 
principles are also part of the consideration, but it is unclear how this should work in 
practice. 

2.3 Guidelines	
Guidelines are a very popular tool in applied ethics. They provide prescriptive 
deontological guidance, but with an added educational angle that principles by 
themselves do not contain.  Guidelines can provide a process to help support 
specific decisions and practice. 

 
Below we briefly describe two examples of guidelines for digital research and 
technology development. Guidelines will almost certainly be a component of a future 
PESIA framework and toolkit. These examples show that in relation to data and 
digital technology there is considerable overlap between ethical guidance and legal 
obligations. 

2.3.1 Networked	Systems	Ethics	
Ben Zevenbergen has led the development of extensive ethical guidelines for 
technical researchers, mainly from computer science and network engineering but 
also social scientists researching technology.4 The guidelines are also aimed at 
those responsible for ethics at research institutions, academic journals, conferences, 
and funding agencies. The guidance is inspired by the value sensitive design 
                                                             

3 Tech for Good TV. (n.d.). Tech for Good TV. Retrieved December 19, 2017, from http://www.techforgood.tv 
4 Zevenbergen, B., et al. (2016) "Networked Systems Ethics". http://www.networkedsystemsethics.net. 
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approach5 and the work of Sara Spiekermann6, among others. 

The guidelines follow the familiar pattern of a linear decision making process, 
seemingly around deciding the design of a new research project, but with a branching 
menu of questions and advice specific to various types of projects and situations. The 
ethical process is set in four stages: 1) establishing the context and impact of the 
project, 2) determining the ethical tensions and design causes, 3) looking for 
alternative technologies or methods and 4) assessing the necessity of informed 
consent. The latter is an important issue for researchers. 

As in other data and technology ethical guidance, there is a considerable overlap with 
GDPR obligations - such as setting purpose limitation or retention periods - and the 
elements of a privacy impact assessment.  

There are also some questions specific to technology researchers, such as the use of 
plausible deniability as acceptable legal defence in the country of the researcher, 
aimed at supporting ethical hacking.  

2.3.2 Ethical	Guidelines	for	PeaceTech	
JustPeace Labs is a small US technology and policy outfit working in the field of 
technology for peace and conflict resolution. They have published the Ethical 
Guidelines for PeaceTech,7 focused on technology – specifically information 
communications technology, or ICT– used to connect with and assist local 
communities in post-conflict contexts. They aim to develop other more specific 
guidelines, e.g. for businesses, funding or software development. 

 
Their guidelines have many elements in common with other contemporary 
technology specific ethical tools, covering data, privacy and security and also bias 
and discrimination. The guidance follows a practical project lifecycle model - which 
for data translates into considerations about collection, use and sharing - and can be 
very detailed in places.  Their privacy recommendations include many best practices 
aligned with GDPR: data minimisation, anonymisation, conducing PIAs, 
accountability systems, etc. 

 
They also put a strong emphasis on understanding the local context, which is an 
important issue in crisis interventions, where external actors’ sudden interventions 
can sometimes be insensitive. 
                                                             

5 Friedman, B., Kahn, P. H., Borning, A., & Huldtgren, A. (2013). Value Sensitive Design and Information 
Systems. In Early engagement and new technologies: Opening up the laboratory (Vol. 16, pp. 55–95). Dordrecht: 
Springer, Dordrecht. http://doi.org/10.1007/978-94-007-7844-3_4 

6 Spiekermann, S. (2015). Ethical IT Innovation. CRC Press. 
7 JustPeace Labs. (2017). Ethical Guidelines for PeaceTech  

. Retrieved December 14, 2017, from 
https://drive.google.com/file/d/0B_dok2SepWYeZk5OazJvYi1qVTEwUWhLR2lGclRueU5nM2tN/view?usp=e
mbed_facebook 
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Their ethical approach is not discussed in detail, but they have a strong 
deontological leaning, with seven ethical obligations providing the foundation for the 
guidelines. These obligations, however, are actually a combination of classic ethical 
principles, such as Respect, Do no Harm and Non-Discrimination, combined with 
data protection principles: Informed Consent, Privacy, Security, Data Ownership. 

 
The organisation does not have a membership approach or a verification system, 

so it is difficult to tell whether these categorical obligations become accepted by 
practitioners using the guide. The assumption has to be that the principles are 
applied in a flexible manner and not as a strict professional code. 

2.4 Practitioners	Code	
Codes of practice for professional ethics have been around for a very long time, 

since the Hippocratic Oath8 taken by doctors in the ancient world swearing to uphold 
ethical standards, such as causing no harm to their patients. Codes of conduct fall 
squarely under the deontological ethical approach. 

 
These can be issued by institutions - as discussed in the next section - or 

occasionally from bottom up initiatives. Here the question is whether practitioners 
would really uphold the code, for example by taking an oath or signing up a pledge 
publicly, as in the example we discuss below. The institutional relation will also be 
important for determining whether a code can be used in any form to make 
practitioners accountable, for example under a professional body. 

Codes of ethical behaviour aim at clear prescriptive guidance for individuals but 
suffer from some of the same issues as principles in that they may require extra 
support to be applied in a particular context. There are generally no further checks to 
see that the code is upheld unless there is a specific problem. 

 
Virtually every profession in the world and most large companies and institutions 

have codes of practice, conduct or ethical behaviour, with subtle differences in their 
focus and level of specialisation. The fact that unethical behaviour is widespread is 
evidence of their limited impact. As with principles, it may be better to have real 
enforceable laws instead of self-defined regulations. 

2.4.1 The	Web	Analyst's	Code	of	Ethics	
The US-based Digital Analytics Association aims to be the professional body for 

“web analysts” using data to drive online behaviour in marketing and social media. 
Its board includes executives from Adobe, Google, Microsoft but also from media 
groups such as USAToday and PBS.  
                                                             

8 Crawshaw, R., Pennington, T. H., Pennington, C. I., Reiss, H., & Loudon, I. (1994). The Hippocratic oath. 
http://doi.org/10.1136/bmj.309.6959.952 
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Digital analytics is one of the most contentious areas for digital ethics, as it 
generally involves extensive tracking and monitoring of internet users through 
cookies and other identifiers. Debates as to whether individual users can be 
identified or not put a lot of this activity in a twilight zone bordering - and also 
overlapping with - the legal regime of data protection and electronic privacy. 

The association has a short Code of Ethics9 around four main principles: privacy, 
transparency, consumer control and education. Each principle contains a statement 
where the person upholding the code agrees to a particular behaviour, e.g.: 

“PRIVACY – I agree to hold consumer data in the highest regard and will do 
everything in my power to keep personally identifiable consumer data safe, secure 
and private.” 

This is followed by a more specific set of activities to be undertaken or avoided, in 
the case above include not sharing personal data with third parties and enforcing 
cookies policies. 

The Code is a good balance between simplicity and detailed instructions, but it is 
unclear what impact it has. The website of the association has a list of several 
hundred people who have pledged to follow it, but this is drop in the ocean of web 
analysts. It is not clear whether the corporate members, including the large 
corporations sitting on the board, are implementing the Code as official policy. The 
association provides professional certification services, but it is unclear whether 
pledging the code is required to obtain the certificate. It is also unclear whether the 
association has a mechanism to adjudicate ethical complaints or what the 
consequences would be for a breach. 

2.5 Ethical	Technology	Assessment	
Ethical technology assessments have been in place for a number of years in one 

of the latest steps in the evolution of technology assessments towards becoming 
more inclusive, participatory and wide-ranging explorations of the impacts of 
technology. Privacy Impact Assessments are part of this field. 

Palm and Hanson10 made the case for identifying adverse effects of technology 
at an early stage trough continuous dialogue over the life-cycle of the technology, 
rather than a single evaluation. They proposed the use of a comprehensive checklist 
over nine specific areas that include privacy, gender, social contact patterns and 
impact on human values. Their checklist approach is meant to be lightweight and 
simple, but it is unclear how to make operational in practice such a broad 
assessment without extensive work. Each item in the list could be a huge area of 
consideration. 

                                                             
9 Digital Analytics Association. (n.d.). Code of Ethics. Retrieved December 19, 

2017, from https://www.digitalanalyticsassociation.org/codeofethics 
10 Palm, E., & Hansson, S. O. (2006). The case for ethical technology assessment (eTA). Technological 

Forecasting and Social Change, 73(5), 543–558. http://doi.org/10.1016/j.techfore.2005.06.002 
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The checklist approach has been criticised by Kiran et al11, who see it as too 
reductive and detached from actual technology developments. A detailed discussion 
of these issues is beyond scope, but we will come back to ethical technology 
assessments as we develop the PESIA model. Below we briefly discuss the specific 
approach of the UK British Computer Society (BCS). 

2.5.1 DIODE	Ethical	Technology	Assessment	Methodology	
The British Computer Society commissioned a structured methodology for the 

ethical assessment of new technologies called DIODE12 in order to reflect the five 
stages of the process: Definitions, Issues, Options, Decisions, and Explanations. 

 
DIODE aims to provide training and guidance, as the BCS perceived that there 

was a lack of structured methodology material available that provides practical help 
while remaining rooted in the philosophical and theoretical concepts of ethics. 

 
The developers of the material consider that virtue ethics are better covered by 

professional codes of practice and conduct and is therefore outside the scope of the 
DIODE, although the methodology assumes the practitioners are subscribed to such 
codes. This is seen as rooted in the deontological and teleological ethical 
approaches. The main questions DIODE asks are: Who is the agent? (including their 
motives, interests and character), What action was taken or is being contemplated? 
What are the results or consequences of that action?, Are those results fair or just? 

The methodology provides a toolkit with various checklists of considerations, but 
these items can be large activities. For example, one checklist item asks: Have you 
considered qualitative risks and undertaken risk assessment on foreseeable results 
or consequences of the specific project/application?  This in turn refers to a Risk 
Assessment template. The creators see their meta-methodology as an open system, 
a scaffolding, where various other tools can be attached.  

2.6 Frameworks	
Discussions of ethical frameworks tend to refer to specific approaches to ethics 

from the individual standpoint, as in a utilitarian framework13, for example. Here 
however, we define a framework as a comprehensive system for structured ethical 
assessment and decision making that will include guidance, methodology, processes 

                                                             
11 Kiran, A. H., Oudshoorn, N., & Verbeek, P.-P. (2015). Beyond checklists: toward an ethical-constructive 

technology assessment. Journal of Responsible Innovation, 2(1), 5–19. 
http://doi.org/10.1080/23299460.2014.992769 

12 Pullinger, D., Rogerson, S., in, P. D. A. E., 2011. (2011). Ethical assessment of new technologies: a meta-
methodology. Emeraldinsight.com 

, 9(1), 49–64. http://doi.org/10.1108/14779961111123223 
13 Ethical Frameworks: Utilitarianism (Presentation Slides). (2016). Ethical 

Frameworks: Utilitarianism (Presentation Slides). 
http://doi.org/10.2139/ssrn.2839790 
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and tools. 
Applying a framework will generally require a high level of commitment from an 

organisation. As in other cases, calling an ethical decision making tool a framework 
may be a matter of preference, but it should set higher expectations in the level of 
integration and support than some guidelines or a toolkit. 

2.6.1 SATORI	Framework	for	Ethical	Impact	Assessment	
The EU funded SATORI project has developed a comprehensive ethics 

assessment framework for the ethical impact assessment (EIA) of research and 
innovation14 (R&I). 

The SATORI framework is processed driven and divides the EIA process in six 
discrete stages: the EIA threshold analysis stage, where the researchers must 
decide whether there are enough ethical issues to justify a full assessment; the 
preparation stage; the ethical impact identification and evaluation stages, which form 
a critical part and lead to the formulation of remedial actions; and finally, the review 
and audit stage.  

Evaluation is a strong focus, with milestones and criteria for the review and audit 
process being set early. The framework prescribes various tools and methodology for 
identifying and assessing ethical impacts, and recommends consulting external 
experts in the most serious cases. The framework however does not place a strong 
emphasis on engaging more widely. 

The outcomes of the process are design interventions that modify the research 
and innovation proposals through recommendations on various aspects: societal, 
organisational, regulatory and policy. The R&I agenda seems mainly relevant to large 
or extremely innovative basic research, rather than specific design decisions in 
product or system development. 

2.7 Computer	aided	tools	
An algorithm is a series of instructions, rules or operations that systematise and 

automate calculation or problem solving. Flow charts with a series of steps and 
decision points are forms of algorithms. The idea of algorithms for solving ethical 
problems in data and technology will be attractive to many people involved in these 
fields as it is their preferred mode of operation for solving any problem. This in turn 
will open this approach to criticisms that it may well reproduce the problems it is 
trying to solve. 

 
Our interest is to explore whether and how computerised operations might or not 

                                                             
14 SATORI Project. (2017). Outline of an Ethics Assessment Framework. 

Retrieved December 13, 2017, from 
http://satoriproject.eu/media/D9.4_Outline_of_an_Ethics_Assessment_Framework.p
df 
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be useful for the PESIA toolkit. Considerations of algorithmic bias, transparency, 
explainability and other aspects of the ethics of algorithmic decision making are not 
in scope here.   

 
Automated decision making supported by algorithms is already widespread in 

many areas such as insurance, finance, health and policing, and the ethics of their 
use is undergoing considerable scrutiny.15 What is less explored is the use of 
algorithms for ethical decision making. Here there is a difference between 
technology assisted decisions and fully automated systems. Machine ethics - 
artificial moral agency - have been problematised by authors such as David 
Gunkel,16 Wendell Wallace and Colin Allen,17 but there is dearth of concrete tools, 
despite the huge interest in programming ethics into algorithms for self-driving cars 
and other such systems.  

 
Here we will only consider the computer as a tool designed to support ethical 

decisions by humans. The designer Mathieu Cherubini18 has argued, following 
Gunkel, that much ethical thinking from the consequentialist and deontological 
traditions can be reduced to calculations and rules respectively, which form the 
bread and butter of algorithms. This may be excessively optimistic, as the general 
limitations of prescriptive logic and the role of bias and heuristics in human thinking 
are well documented, including in the field of expert systems.19 Rule-based expert 
systems based on heuristics are routinely used in many fields such as medicine, law 
and engineering20. Ethics, however, requires a very high degree of judgement, which 
can severely limit the degree of support a computer tool may provide. 

 
The current focus on full automation means that relatively few researchers are 

looking at how humans and algorithms could interact within ethical decision-making. 
Persson and Kavathatzopoulos21 argue that predictive analytics can help ethical 
                                                             

15 Mittelstadt, B. D., Allo, P., Taddeo, M., Wachter, S., & Floridi, L. (2016). The 
ethics of algorithms: Mapping the debate. Big Data & Society, 3(2), 
205395171667967. http://doi.org/10.1177/2053951716679679 

16 Gunkel, D. J. (2012). The Machine Question. Mit Press. 
17 Wallach, W., & Allen, C. (2010). Moral Machines. Oxford University Press. 
18 Cherubini, M. (2017). Ethical Autonomous Algorithms. Retrieved December 19, 

2017, from https://medium.com/@mchrbn/ethical-autonomous-algorithms-
5ad07c311bcc 

19 Schmalhofer, F. (1987). Expert Systems as Cognitive Tools for Human 
Decision Making. In Expert Judgment and Expert Systems (pp. 269–288). Berlin, 
Heidelberg: Springer Berlin Heidelberg. http://doi.org/10.1007/978-3-642-86679-
1_15 

20 Negnevitsky, M. (2005). Artificial Intelligence. Pearson Education. 
21 Persson, A., & Kavathatzopoulos, I. (2017). How to Make Decisions with 

Algorithms: Ethical Decision-Making Using Algorithms within Predictive Analytics, 1–
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decisions by taking on much of the processing of implicit knowledge, so humans can 
focus on the explicit aspects of decision making. Increased data processing capacity 
would allow the inclusion of more relevant, reliable and valid evidence in decisions 
as well. This approach could prove relevant to ethical considerations of complex 
technology, science or the environment. Arguably, any ethical debate over climate 
change already relies on massive computer work. However, this example also 
demonstrates the difficulties or even desirability of completely removing the 
calculations themselves from the decision process. 

 
There are not many such algorithmic ethical tools available. It could be that the 

need for domain specific knowledge makes the development of general ethical tools 
less relevant, and the focus should be on incorporating ethical considerations on 
sectorial expert systems.   

 
There are some examples of researchers programming ethics into off-the-shelf 

expert systems, with the aim of structuring the decision process and providing ethical 
education, rather than managing domain knowledge through analytics.22  Below we 
describe a similar experimental computerised tool specifically designed to support 
ethical decisions.  

2.7.1 EthXpert	
Computer interface researchers at Uppsala University23 have developed an 

expert system called Ethxpert24 for structuring and systematising ethical analysis in 
the field of operational research.  

EthXpert is described by its authors as “a tool intended to help decision makers in 
the process of establishing a conception, as complete as possible, about a problem 
with ethical implications”, providing a “matrix representation, with stakeholders and 
interests on one axis and alternative solutions on the other, (which) serves fairly well 
for promoting a systematic assembly of available information about a problem.”25 

The tool focuses on the questioning and the decision process rather than simply 
following a prescriptive set of pre-programmed rules. The guiding idea  is to 
support the autonomy of the decision, rather than action on guidelines or principles.  

 

                                                             
13. 
22 Brenner, B. (2007). A Computerised Business Ethics Expert System -A new approach to improving the ethical 
quality of business decision-making. Journal of Systemics, 5(3). Retrieved from 
http://www.iiisci.org/journal/CV$/sci/pdfs/P243330.pdf 
23 Laaksoharju, M., & Kavathatzopoulos, I. (n.d.). EthXpert: the Basic Structure and Functionality of a Decision 
Support System in Ethics. Retrieved December 20, 2017, from http://www. it. uu. se/edu/course 
24 EthXpert: Brief Introduction. (n.d.). EthXpert: Brief Introduction. Retrieved December 22, 2017, from 

http://www.it.uu.se/research/project/ethcomp/ethxpert 
25 ibid. 



15 

 
Figure 2Ethxpert, available at http://www.it.uu.se/research/project/ethcomp/Methods 

Ethxpert is mainly a tool to handle information, to “apply knowledge from Human-
Computer Interaction to visualize, connect and relate information in order to support 
a holistic perspective”. The information handled is primarily stakeholder input, and it 
has some similarities to software created to support quantitative research. The 
design of the software puts a lot of emphasis on how the visual display of information 
can help the decision process, a recurring theme in many ethical tools. 

 
Ehxpert does not carry out full predictive analytics. The developers are aware of 

the difficulties in quantifying ethics and do not try to fully quantify decisions. They use 
the more limited PROMETHEE & GAIA multi-criteria decision aid methods.26 The tool 
also avoids introducing any economic constraints early in the process to avoid 
distortions. 

2.8 Scenarios	
The use of scenarios is commonplace in business and policy making, where this 

type of tool is particularly recommended for novel, unstructured and less predictable 

                                                             
26 PROMETHEE. (n.d.). PROMETHEE. Retrieved December 21, 2017, from 

http://www.promethee-gaia.net/promethee.html 
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situations.27 Ethical processes are usually a good match for the above description 
and incorporating scenarios as a tool may be worth exploring, particularly as a 
training tool or to do preparatory work. 

2.8.1 BAE	Systems	
The US subsidiary of the UK based multinational weapons and engineering 

company BAE Systems (formerly British Aerospace) has an extensive ethics 
programme, as do many companies in sectors that face strong regulation, scrutiny 
and controversy for their activities. US companies have some legal obligations to 
consider ethics under the Sarbanes-Oxley act passed after Enron scandal.  

As part of their programme, BAE provides structured training to its staff. Ethics 
training appears to contribute to developing an ethical culture within an 
organisation,28 BAE training module “Responsible Behaviour: Let's Talk About 
Pressure"29 is designed for middle managers to run workshops with their 
subordinates with the help of a facilitator guide. These involve choosing two 
scenarios from a menu of six, with titles such as “Safety, Good enough?” and 
“Protection of Information: Where is the Data?”. Each scenario includes several 
scenes with a script and animation-based video clips. Employees are asked to 
consider a series of questions.  

The level of ethical discussion is quite basic and there is no fundamental 
introduction to ethics, frameworks or any higher concepts. Other than recording that 
the training its taking place it is unclear whether any impact is measured. The quality 
of the materials is quite high however. 

2.9 Real	case	studies	
Manufactured situations of the type discussed above can provide full control over 

the parameters of discussion but real life examples in the form of case studies are 
very powerful30. These are popular in business schools, law schools, and medical 
schools, although the development of case studies can require some resources. 
                                                             

27 Martelli, A. (2014). Scenarios in Decision-Making. In Models of Scenario 
Building and Planning (pp. 202–223). London: Palgrave Macmillan, London. 
http://doi.org/10.1057/9781137293503_9 

28 Kaptein, M. (2008). Ethics Programs and Ethical Culture: A Next Step in 
Unraveling Their Multi-Faceted Relationship. Journal of Business Ethics, 89(2), 261–
281. http://doi.org/10.1007/s10551-008-9998-3 

29 Ethics | BAE Systems | United States. (n.d.). Ethics | BAE Systems | United 
States. Retrieved December 21, 2017, from https://www.baesystems.com/en-us/our-
company/about-us/bae-systems--inc-/about-us/ethics 

30 Assessment by Case Studies and Scenarios | UNSW Teaching Staff Gateway. 
(n.d.). Assessment by Case Studies and Scenarios | UNSW Teaching Staff 
Gateway. http://doi.org/10.1111/j.1365-
2929.2006.02544.x/abstract;jsessionid=CCBAB2A2713B67043D0BFF900323CBF9.
d02t01 
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There are numerous libraries of case studies for ethical deliberation,31 and indeed 

since the times of Socrates ethics has been discussed through examples. Below we 
describe how very short real life examples can be used to support ethical decisions, 
in different take from the development of comprehensive case studies typically seen 
in academic contexts. 

2.9.1 UK	Royal	Academy	of	Engineering	
The UK Academy and the Engineering Council have together produced a 

statement of ethical principles through discussions with engineers and 
philosophers.32 These include honesty, accuracy, respect for the law and public 
good.  

 
The Academy has complemented the principles with a practical guide33 that 

contains a set of case studies drawn from real engineers' experience. The guide is 
designed for engineers to work through practical ethical examples that can relate to 
their now professional experience. The cases first present a scenario, then frame an 
ethical dilemma and alternative course of action, followed by a discussion. 

 
The use of real case studies may have a stronger impact on the users in 

comparison with the use of scenarios designed by ethicists. The situations presented 
in the guide 

2.10 Visual	Aids	
Making sense of complex information with the use of visual aids is an area that 

has grown hugely in the past decades. Many tools for ethics centre on the use of 
visualisation to structure processes and information. The PESIA toolkit should 
explore making the most of these aspects, either as standalone tools or integrated in 
the overall process. 

 
Visualisation is not without pitfalls. Some of the tools explored can be 

overcomplicated, and nice visuals is not a substitute for substantial content. 

                                                             
31 See for example: Case Study Collection | Ethics Education Library. (n.d.). Case 

Study Collection | Ethics Education Library. Retrieved December 21, 2017, from 
http://ethics.iit.edu/eelibrary/case-study-collection 

32 Royal Academy of Engineering, Engineering Council. (n.d.). Statement of 
Ethical Principles. raeng.org.uk. 

33 Royal Academy of Engineering. (2011). Engineering ethics in practice:  
a guide for engineers  
. Retrieved December 14, 2017, from 

https://www.raeng.org.uk/publications/other/engineering-ethics-in-practice-full 



18 

2.10.1 CDT	DDTOOL	for	Algorithm	Design	
The DDTOOL for algorithm design by the Centre for Democracy and 

Technology34 uses a circular pattern to emphasise the cyclic iterative nature of the 
design process. The tool is a graphic responsive to clicks. Each of the main steps in 
the circle opens up into other activities until a series of specific questions are 
reached.  

 
The tool does not allow for the responses to be collated and the actual enquiry 

has to take place elsewhere. The way each step opens independently with clicks 
makes it difficult to see the whole process. Overall, it is not clear what value the 
deployment of questions in such a tool would add, as opposed to a more traditional 
indented menu.  

 
The content of the questions seems fairly detailed and are clearly aimed at 

software developers with expertise. Most of the questions deal with potential bias, 
with a clear basis on the ethics of fairness although there is no explanation of the 
ethical assumptions or frameworks of the tool. 

 

 
                                                             
34 Center for Democracy and Technology. (n.d.). ddtool. Retrieved December 22, 2017, from 

https://cdt.info/ddtool/ 
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2.10.2 Ethics	Canvas	
 

The Ethics Canvas developed at the ADAPT Centre & Trinity College Dublin35 aims 
to help visualise, structure and resolve the ethical implications of projects. The canvas 
spatial structure is based on the popular business model canvas developed by 
Osterwalder and Pigneur36, although it works somewhat differently. The focus is on 
mapping impacts on stakeholders – both individual and groups – their views and 
conflicts, plus resources and service failure, including safety. The canvas can be 
printed in large size or used online as part of group workshops and it is released under 
open source licensing. 

 
Figure 3 Ethics canvas 

 

The canvas is presented as an alternative to top down compliance ethics, and aims to 
be more participatory and hands on, party of the project design process. However, 
there is little space for reflection on the values and principles of the designers or what 
ethical principles to explore. Like many of these tools, the success of the enquiry 

                                                             
35 The Ethics Canvas. (n.d.). The Ethics Canvas. Retrieved December 22, 2017, from https://ethicscanvas.org/ 
36 Osterwalder, A., & Pigneur, Y. (2013). Business Model Generation. John Wiley & Sons. 
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depends on finding or imagining the right stakeholders.  

 

The canvas is accompanied by a manual37, but the bulk of the booklet is dedicated to 
background and those using the canvas may require some extra information, 
particularly on addressing ethical impact. The tool does not produce principles or 
checklists but concrete remedial actions, but following these up is outside the scope 
of the tool.   

2.10.3 ODI	Data	Ethics	Canvas	

The UK-based Open Data Institute has produced a modified version of the ethics 
canvas focusing on data38. The format and expected group workshop usage are 
similar to the other canvas but the design and workflow are different. While the ADAPT 
canvas starts by mapping stakeholders, then impacts, the ODI canvas is data centric, 
asking questions about the sources, policies and purposes.  

 
Figure 4 ODI Ethics Canvas 

As in many ethical data tools there is a lot of overlap with GDPR compliance, and 

                                                             
37 Lewis, D., Reijers, W., & Pandit, H. (2017).  
Ethics Canvas Manual. ADAPT Trinity College Dublin 
38 Open Data Institute. (n.d.). Why we need the Data Ethics Canvas. Retrieved December 22, 2017, from 

http://theodi.org/blog/why-we-need-the-data-ethics-canvas 
 

Data Ethics Canvas
What are your data 
sources?
Name and describe key data sources 
used in your project, whether you’re 
collecting them yourself or getting access 
from third parties.

Who has rights over your 
data sources?
Where did you get the data from? e.g. is 
it data produced by an organisation or 
data collected directly from individuals?
Do you have permission or another basis 
on which you’re allowed to use this data? 
What ongoing rights will the data source 
have?

Are there any limitations  
in your data sources?
Which might influence the outcomes of 
your project, like:
 » bias in data collection, inclusion, 
algorithm

 » gaps, omissions
 » other sensitivities

What policies/laws shape 
your use of this data?
Data protection legislation, IP and 
database rights legislation, sector 
specific data sharing policies/regulation 
(e.g. health, employment, taxation)
Sector specific ethics legislation?

Are you going to be sharing this data with other organisations?
If so, who? 

What’s your core purpose 
for using this data?
What is your primary use case, your 
business model? 
Are you collecting more data than is 
needed for your purpose?

Who could be negatively 
affected?
Could the manner in which this data is 
collected, shared, used cause harm?
 » be used to target, profile, prejudice 
people

 » unfairly restrict access (eg exclusive 
arrangements)

Could people *perceive* it to be harmful? 

Do people understand your 
purpose?
If this is a project/use that could impact 
on people or more broadly shape/impact 
society, do people understand your 
purpose? 
Has this been clearly communicated to 
them?

How are you minimising 
negative impact?
What steps can you take to minimise 
harm?  Are there measures you could 
take to reduce limitations in your data 
sources? Could you monitor potential 
negative impact to support mitigating 
activities? What benefits will these 
actions add to your project?

Who will be positively 
affected by this project?
What individuals, demographics, 
organisations? 
How will they be positively affected? 
Do they know and understand how they 
are positively affected?

How can people engage 
with you?
Can people affected appeal or request 
changes to the service? To what extent?
Are the appeal mechanisms reasonable?

Are you communicating 
potential risks/issues, if 
any?
How are limitations and risks being 
communicated to people affected by 
your project,  and organisations using 
data?
What channels are you using?

When is your next review?
When will this Data Ethics Canvas be 
reviewed?
How will ongoing issues be monitored?

What are your actions?
What steps are you going to take prior 
to moving forward with this project?

AUGUST 2017theodi.org
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it could certainly be used as part of a PIA. However, the tool is explicitly designed to 
go beyond data protection, as this is one of perceived gaps by the ODI, to cover bias 
or anti-competitive practices, among other issues.  They also aim for the tool to be 
useful at any stage of a data handling activity: collection, sharing, or even algorithm 
design. The ODI have published a very detail handbook on ethical data handling as 
well39. Overall, is a very useful tool and it will be important to examine it in more detail 
as part of the development of the PESIA toolkit. 

2.11 Games	
 
Games are an accepted tool for exploring and teaching complex issues, and 

“gamification” is reaching into our daily lives, as systems of rewards and play are 
incorporated into transport, energy consumption and even work and performance 
management. The field of “serious games” involves research institutions from across 
the world, and several EU funded projects have explored this topic40.  

 
Privacy and security have also seen some game development. We discussed 

above the Moral Values game that is part of the Delft Ethics for Designers Toolkit. 
There is a collection of free games designed to teach cybersecurity available at the 
TULIPS project41 which allow the simulation of firewalls. Below we describe two 
sophisticated games designed to explore data privacy. 
 
 

2.11.1 Data	Centre	Attack	

Produced by security firm Trend Micro, the Data Centre Attack42 game is a high 
production role playing game based on a series of video clips that depict a cyberattack 
at a hospital, with the player in the role of the chief information security office tasked 
with responding. A series of scenarios develop and the player has to handle a limited 
security budget to cope. 
 

                                                             
39 Open Data Institute. (2017). Helping organisations navigate ethical 
concerns in their data practices. 
40 See for example The Serious Games Institute. (n.d.). Welcome to The Serious Games Institute. Retrieved 

December 22, 2017, from http://www.seriousgamesinstitute.co.uk/ 
 
41 TULIPS. (n.d.). Security Games. Retrieved December 22, 2017, from 

https://groups.inf.ed.ac.uk/tulips/security_game_list.html 
42 Trend Micro. (n.d.). Data Center Attacks. Retrieved December 22, 2017, from 

http://datacenterattacks.trendmicro.com/ 
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2.11.2 Data	dealer	

Data Dealer43 is an online game about collecting and selling personal data that aims 
to raise awareness about online privacy with humour. Created by a group of Austrian 
digital rights activists, the game is an exploration of the markets in online data based 
on extensive research. Players collect and trade on personal information, gleefully 
disregarding the law, as it happens in real life. The game is available under a Creative 
Commons open licence. 

 

 
Figure 5 Data Dealer 

 

2.12 Icons	and	badges	
 

The use of visual markers to signal respect for certain values or standards is 
common on the web. Badges for compliance with HTML standards by the W3C were 
a common feature on many websites. Researchers have found that badges do instil 
trust on website visitors44, but also that familiarity is important, with trust badges 
related to trusted brands, such as VISA, PayPal or Google, generating the most trust45. 
This is a challenge for any new badge on IoT or data ethics. Badges don’t generally 
require any verification. 

2.12.1 INDIE	ethical	design	

The INDIE project by designer an activist Aral Balkan originally aimed to produce 
a fully independent phone and ecosystem with complete user control and data privacy. 
                                                             
43 Datadealer. (n.d.). Data Dealer: Privacy? Screw that. Turn the tables! Retrieved December 22, 2017, from 

https://datadealer.com/about 
 
44 Baymard Institute. (2013, January 22). Which Site Seal do People Trust the Most? (2013/2016 Survey Results) 
. Retrieved December 22, 2017, from https://baymard.com/blog/site-seal-trust 
45 CXL (2017). Which Site Seals Create The Most Trust? [Original Research]. Retrieved December 22, 2017, 

from http://conversionxl.com/research-study/trust-seals/ 
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This proved too challenging but the project since has produced several apps and 
online tools that respect users with high standards of usability and design. The project 
also delivers extensive advocacy, with their own ethical design manifesto46 with 
principles around technology respecting human rights (decentralised, private, open, 
interoperable, accessible, secure & sustainable), human effort and human experience.  

The project has produced badges for websites and software projects that follows 
these principles, but it is unclear whether there is any approval in order to use these. 

 
Figure 6 Ind.ie Badges 

2.13 Trustmark	
Trustmarks operate in a similar manner to badges, but with a critical difference: the 

mark can only be used by technologies or projects that are accredited to comply with 
the principles behind the initiative. 

                                                             
46 Ind.ie (n.d.). Ethical Design Manifesto. Retrieved December 22, 2017, from https://ind.ie/ethical-design/ 
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2.13.1 IoTMark	

The IoTMark project47 is developing an Open Internet of Things Certification Mark 
based on 30 principles that cover areas such as privacy, interoperability, openness, or 
data governance, with a focus on pushing GDPR into the IoT world. The principles are 
written in requirements engineering language - as in MUST, SHOULD – following IETF 
standards48, and are detailed and prescriptive. Currently there is no functioning 
certification system. 

 

  
 

2.13.2 FSF	Respects	your	Freedom	
The Free Software Foundation are the organisation that have developed and 
maintain some of the most important free software licences They also have a 
programme to support hardware developers and manufacturers that develop 
products that work well with free software and allow users high levels of 
control. They issue the Respects Your Freedom certification mark for products 
that fulfil detailed required criteria, including containing 100% free software, 
but also other issues such as not containing spyware.49 The certification is not 
very widespread but there are a few companies that appear to specialise in 
this market. 
 

 
Figure 7 FSF respect your freedom certification badge 

 

                                                             
47 Open Internet of things Certification Mark. (n.d.). Open Internet of things Certification Mark. Retrieved 

December 22, 2017, from https://iotmark.wordpress.com/ 
48 Bradner, S. (1997). RFC2119 Key words for use in RFCs to Indicate Requirement Levels. Retrieved December 

22, 2017, from https://www.ietf.org/rfc/rfc2119.txt 
49 Free Software Foundation. Respects Your Freedom hardware certification 

requirements —  working together for free software. (n.d.). Retrieved December 14, 
2017, from https://www.fsf.org/resources/hw/endorsement/criteria 
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3 Issues	
 

In this section, we briefly examine some issues that will require further 
consideration in the development of tools for the VIRTEU project. We will not attempt 
to prescribe the right solution at this stage, but simply describe the main angles. We 
also attach some relevant examples from existing tools or initiatives.  

3.1 Verification	of	compliance	
The actual impact of many tools in bringing ethical behaviour can be difficult to 
ascertain. Many tools are made publicly available and it is impossible to know how 
they are used, but even in some of the more structured process, where organisations 
provide consultancy for example, it can be difficult to know whether commitments are 
followed in practice over time. Building verification into the process has clear 
advantages in this respect, but it also requires considerable infrastructure and 
organisation, thus raising costs.  

3.1.1 B	Corp	Impact	Assessment	
B Corp is an ethical certification initiative for for-profit companies self-described as 

being to business what Fair Trade certification is to coffee. It is mainly based in the 
US, although here are B Corps in other part so the world, with more than 2,100 
Certified B Corps from 50 countries and over 130 industries. One known example is 
the popular range of cleaning products Ecover50. 

The non-profit B Lab certifies that companies follow specific voluntary standards of 
social and environmental performance, accountability, and transparency. These are 
not the same as “Benefit Corporations”, which are a legally recognised type of 
corporation in many US states with enforceable requirements of higher purpose, 
accountability, and transparency. 

In order to be certified as B Corps companies initially complete an impact 
assessment with some two hundred questions. This is then followed by a verification 
process, with random deeper checks on some of the questions, extra documentation, 
confidential disclosure of sensitive issues and background checks by B Corp staff, with 
some 10% going through on-site reviews each year.51 The certification costs between 
$500 and $50,000 depending on the size of the company. 

 
                                                             
50 Ecover. (n.d.). Is Ecover B-Corp certified? - Ecover UK. Retrieved December 28, 2017, from 

https://www.ecover.com/faq/is-ecover-b-corp-certified/ 
51 B- Corporation. (n.d.). Performance Requirements | B Corporation. Retrieved December 28, 2017, from 

http://bcorporation.uk/become-a-b-corp/how-to-become-a-b-corp/performance-requirements 
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3.2 Quantitative	assessment	
 

The quantification of ethical behaviour is a difficult issue. Ethics has generally 
worked through dilemmas around binary choices, but ranking multiple options in order 
of desirability introduces an element of quantification. This is a critical aspect of being 
able to program ethical behaviour into autonomous systems such as self-driving cars, 
where some technologists and designers are quite confident following a utilitarian 
approach52. 

The quantification of ethical decisions based on other approaches is problematic 
though. Aguirre et al working on business virtue ethics identify “three challenges to 
developing virtue ethics scales: subjectivity (virtues are person specific), cultural 
relativism (a globally recognized set of virtues may not exist), and psychological ego 
(people’s programming dictates responses to stimuli)”.53  

The authors examine several possible proxies for quantifying virtue through the use 
of psychological assessment tools, warning of limitations, particularly on 
intercultural virtue systems. One approach is to reverse some established 
psychological scales to assess mental weaknesses and “reverse score” these 
towards virtue. These tools include the Narcissistic Personality Inventory (NPI), 
Peterson and the Seligman’s Values in Action Inventory of Strengths (VIA-IS. The 
latter follows a five-point Likert-type scales ranging from 1 = very much unlike me 
to 5 = very much like me over 24 character strengths. The inventory admits that 
some characteristics, such as bravery, humility, and modesty, cannot be reliably 
assessed. This kind of approach has been applied in the Corporate Ethical 
Virtues Model (CEV), where an organisation is imagined as a person. Aguirre at 
al also examine some of the issues with bias in surveys and standard techniques 
to balance skewed data. 

 
 

3.2.1 Responsible	100	 
 

Responsible 10054 is a business ranking tool around social, environmental and ethical 
issues. It is designed to enable businesses to compare and benchmark their 
performance on corporate social responsibility. The tools are based on a questionnaire 

                                                             
52 Cherubini, M. (2017). Ethical Autonomous Algorithms. Retrieved December 19, 2017, from 
https://medium.com/@mchrbn/ethical-autonomous-algorithms-5ad07c311bcc 
53 Aguirre-Y-Luker, G. C., Hyman, M. R., & Shanahan, K. J. (2015). Measuring Systems of Virtues 
Development. In Handbook of Virtue Ethics in Business and Management (pp. 723–747). Dordrecht: 
Springer Netherlands.. p.724 
54 What is Responsible 100? | Responsible 100. (n.d.). What is Responsible 100? | Responsible 100. Retrieved 

December 28, 2017, from https://www.responsible100.com/about/ 
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where organisations responses are given a four point scale: POOR, OKAY, GOOD or 
EXCELLENT based on a balanced scorecard criteria with examples55. There is an 
element of crowdsourcing as well. 

The questionnaire includes some ethical choices relevant to VIRTEU such as 
Responsible AI, Open & free internet and Data Responsibility, but these have not 
attracted any relevant responses yet. 

 

3.3 Ethical	approaches	and	assumptions	
Some ethical tools are very clear on their ethical assumptions and approaches, 

while many others simply make some assumptions that are not explained to the users. 
There is a trade-off with simplicity and making tools approachable to people who may 
be put off by philosophical theory. 

3.3.1 Markkula	Center	for	Applied	Ethics	-	Framework	
The Markkula Center for Applied Ethics56 at the Jesuit Santa Clara University covers 
a broad range of areas: bioethics, business ethics, campus ethics, character 
education, government ethics, Internet ethics, journalism ethics, leadership ethics, and 
social sector ethics. They do applied ethical work to real problems in collaboration with 
external partners. The centre is a member of the Partnership on AI to Benefit People 
and Society.  

Their approach appears quite outcome focused, with an assumption that their 
targets want to be more ethical but cannot so it. Their website explains that they 
“examine the obstacles to ethical action in many areas of our lives and develop tools 
to help people perform at their best.” 

Their Framework for Ethical Decision Making provides a fairly common step by 
step guide to decision making: recognising and framing and ethical issue, fact 
gathering, evaluation of alternative actions, decision and reflection. It is even available 
as a smartphone app. 

One interesting aspect of this framework is that it explicitly opens the question of 
ethical approaches: Utility, Rights, Justice, Common Good, and Virtue. For example, 
as part of the evaluation of alternatives: 

“Evaluate the options by asking the following questions: 

Which option will produce the most good and do the least harm? (The Utilitarian 

                                                             
55 KYOCERA Document Solutions (UK) - Green ICT | Responsible 100. (n.d.). KYOCERA Document Solutions 

(UK) - Green ICT | Responsible 100. Retrieved December 28, 2017, from 
https://www.responsible100.com/participants/view/kyocera-duk/green-computing/#scorecard 
56 Markkula Center for Applied Ethics. (n.d.). Markkula Center for Applied Ethics. Retrieved 

December 13, 2017, from https://www.scu.edu/ethics/ 
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Approach) 

Which option best respects the rights of all who have a stake? (The Rights 
Approach) 

Which option treats people equally or proportionately? (The Justice Approach) 

Which option best serves the community  
as a whole, not just some members?  
(The Common Good Approach) 

Which option leads me to act as the sort of person I want to be? (The Virtue 
Approach)” 

3.4 Participation	
The level of participation of external stakeholders varies among ethical tools. Most 

tools are only used internally by project or company members, even where the ethical 
exploration is clearly driven by the need to deal with external concerns rather than 
defining intrinsic values. Participation will be a very important aspect for the PESIA 
framework, which seeks to expand data and ethics to cover social issues. 

3.4.1 	Moving	Communities	
The Moving Communities57 canvas designed by the Spanish group Platoniq is 

focused on social impact rather than ethics, although it is still designed mainly as an 
internal tool. It helps map stakeholders and build a narrative for engagement and 
communication. Their methodology comes for the project Wotify.co. 

 

                                                             
57 Platoniq. (n.d.). Moving Communities. Retrieved December 28, 2017, from 

http://public.platoniq.net/IDEACAMP17/Movingcommunities-Canvas.pdf 
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Figure 8 Moving Communities 

 

3.5 Institutional	support	
In some contexts, the impact of an ethical tool will be very different depending on 

the level of institutional support behind it. This is particularly important for codes of 
conduct or behaviour, which can be part of an organisation or an individual pledge.  

  

3.5.1 Never	Again	Tech	
The Never Again initiative58 is a good example of an ethical initiative developed 
without institutional support, purely by individuals. It was launched by employees of 
US technology organisations and companies in solidarity with people perceived to be 
threatened by reactionary policies of the Trump administration. This includes Muslim 
Americans and immigrants. 
 
The initiative sets a pledge to refuse to participate in practices that can support 
discrimination, threatening to resign if forced to do so, in a clear remembrance of the 
                                                             

58 neveragain.tech. (n.d.). neveragain.tech. Retrieved December 14, 2017, from 
http://neveragain.tech/ 
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use of data technology by the Nazis to sort through population groups. The pledge 
has been signed by almost three thousand individuals, but it is unclear what practical 
effect has had. 
 

3.5.2 ACM	Software	Engineering	Code	
The joint ACM/IEEE-CS Software Engineering Code59  is a top down institutional 
initiative. It contains eight Principles related to the behaviour of and decisions made 
by professional software engineers. It is not a simple ethical algorithm that generates 
ethical decisions and requires the software engineer to use ethical judgment. 
 
The software engineering code sits alongside the ACM Code of Ethics60, which 
identifies the elements of every member’s commitment to ethical professional 
conduct. Following these is compulsory for ACM members and there is a committee 
on professional ethics that promotes good behaviour and helps with interpretations 
of the code. The ACM also provides an “Ask an ethicist“ referral system. 

 

3.6 Relation	to	regulation	
 

An important angle for VIRTEU is the relation between ethical tools and regulation, 
as the PESIA tool will provide a level of statutory compliance on data protection under 
GDPR. One concern when operating in a heavily regulated area is that ethics will be 
taken on as an obligation and tools could be skewed towards tick box compliance 
without a real ethical intent behind. Even if the tools are designed to force deliberation 
and self-reflection those responsible for their implementation may still see them as 
secondary to productivity. 

3.6.1 Aerospace	Defence	Security	Ethics	Toolkit	
ADS are a trade lobby for aerospace and defence companies, which maintains 

am ethics toolkit61 focused on compliance with the UK Bribery Act 2010. This follows 
various high profile scandals involving armaments companies paying foreign officials 
for supply contracts. 

                                                             
59 Keith Miller, and Simon Rogerson. 1997. Software engineering code of ethics. Commun. ACM 40, 
11 (November 1997), 110-118. DOI: 10.1145/265684.265699 
60 Code of Ethics. (2016, June 7). Code of Ethics. Retrieved December 28, 2017, from 

https://ethics.acm.org/code-of-ethics/ 
61 ADS. (n.d.). Business Ethics Toolkit. Retrieved 2015, from https://www.adsgroup.org.uk/wp-

content/uploads/sites/21/2016/01/BusinessEthicsToolkit_2015.pdf 
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3.7 Assumptions	on	user	capability	
Toolkits vary greatly of the assumptions they make on the capabilities and 

commitment of the user. For example, the Data Ethics questionnaire by Delft 
researchers we discussed in the previous section assumes a high level of 
understanding on the part of the participant. Many toolkits rely on an understanding of 
good and bad behaviour, while others give examples to illustrate and help the 
decisions. 

3.8 Assessment	vs	practice	
Above we discussed the role of verification in relation to self-assessment. A 

separate issue is whether an ethical tool is designed to provide a one-off assessment 
of a project or organisational process, or whether the tool is designed to be used as 
part of the day to day practice. Impact assessment tools such as PESIA will naturally 
be used only at key stages, but it would be worth exploring which other tools can be 
used to maintain ethical standards on an ongoing basis. 

Embedding ethics into the daily operations of organisations, and distributing ethical 
behaviour across all employees remains a challenge. Organisations practicing more 
sophisticated continuous improvement techniques might be at an advantage here62.   

 

3.9 Practical	outcomes	
Some ethical tools we have examined are more focused on providing specific 

actionable outcomes, while others can be seen as props for ethical deliberation that 
do not require or force a specific action. Some are training tools designed to introduce 
ethical issues to employees. While each tool has its place, the process of tool design 
in VIRTEU will need to be explicit on these aspects. 

3.10 Intellectual	Property	
Many of the tools discussed in this paper are provided as “open source”, such as 

the various ethics canvases, although the practical implementation varies. Other 
tools are provided as a commercial endeavour, while others are publicly available but 
remain the intellectual property of their authors and may not be used to create 
derived tools. This can make a difference in some cases.  

 
One aspect of effective “open source” is making available not just designs, but 

also processes for enabling communities to collaborate on their evolution. None of 
the tools we have examined provides such a process, but this should be a 
consideration for VIRTEU. 
                                                             
62 Styhre, A. (2001). Kaizen, Ethics, and Care of the Operations: Management After Empowerment. Journal of 

Management Studies, 38(6), 795–810. http://doi.org/10.1111/1467-6486.00259 
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4 Additional	examples	from	related	areas	
Below we list some additional examples that may provide useful for the 

development of PESIA tools. These are grouped by domain rather than then type of 
tool or institution behind it. 

4.1 Engineering	

4.1.1 The	American	Society	of	Mechanical	Engineers	
ASME is a good example of an engineering professional body’s approach to 
ethics. It maintains its own Code of Ethics of Engineers63 with a list of 
Fundamental Canons, such as holding paramount the safety, health and 
welfare of the public, or sticking to their areas of competence. These are 
similar to other professional codes. The society also provides complementary 
materials and online training. 

4.1.2 Critical	Engineer	Manifesto	
The influential Critical Engineer Manifesto is the work of various technology 

activists and artists64 and sets out guiding principles for a critical and reflective 
approach to technology, including by looking at the broader implications beyond the 
"awe of implementation".  

4.2 Responsible	research	and	Innovation	
Responsible Research and Innovation (RRI) is a specific European policy 
development. It is described by the European Commission as “an approach that 
anticipates and assesses potential implications and societal expectations with regard 
to research and innovation, with the aim to foster the design of inclusive and 
sustainable research and innovation.”65 There are numerous EU funded projects in 
this area dedicated to building tools for practitioners and policymakers. 

4.2.1 RRI	Self-Reflection	Tool	
The Self‐Reflection Tool for RRI66 is a blank template designed to help practitioners 
reflect offline on RRI principles by providing questions organised according to the RRI 
Policy Agendas: Ethics, Gender Equality, Governance, Open Access, Public 
                                                             
63 American Society of Mechanical Engineers. (2012). CODE OF ETHICS OF ENGINEERS  
. asme.org. 
64 Oliver, J., Savicic, G., & Vasiliev, D. (2011, October). The Critical Engineering Manifesto. Retrieved December 

30, 2017, from https://criticalengineering.org/ 
65 European Commission. (n.d.). Responsible research &amp; innovation - Horizon 2020 - European 

Commission. Retrieved January 2, 2018, from https://ec.europa.eu/programmes/horizon2020/en/h2020-
section/responsible-research-innovation 

66 RRI Tools. (n.d.). RRI Self‐Reflection Tool. Retrieved November 28, 2017, from https://www.rri-
tools.eu/documents/10184/265698/SRT-BlankSheet/56970b0c-49a4-401a-b69b-7ff4ea7fcf74 
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Engagement and Science Education. The questions and their sample answers aim to 
include all relevant stakeholder groups affected by the specific RRI programme 
involved (policy makers, education representatives, civil society organisations, 
industry and business, and the research community). 

The tool was developed by a large EU funded consortium and it is based on the 
European Code of Conduct for Research Integrity67. The tools cover a broad range of 
topics but there is no mention of privacy, and data protection is only considered as part 
of the obligations of institutions to provide infrastructure for data management. 

4.2.2 Res-AGorA	Responsibility	Navigator	
The Responsibility Navigator68, developed by the EU-funded FP7 Res-AGorA project, 
is a tool for RRI designed to promote debate, negotiation and positive dialogue, and 
which is to be used as part of the “co-construction method”69. This is a structured two-
day workshop design and the Res-AGorA project has made available all the related 
materials, including sample letters and logistical advice. All materials are available 
under Creative Commons licences. 

The navigator is aimed at channelling information to decision makers and it is based 
on a series of principles and associated requirements. These include inclusion, 
moderation and adaptability, but also the need to develop capacities and capabilities. 

4.3 Robots	
Robotics is one area that has seen important debates on ethics and can provide 

fruitful insights both at the level of research and in terms of practical developments for 
tools.  

4.3.1 Foundation	for	Responsible	Robotics	
The Foundation for Responsible Robotics is led by Aimee van Wynsberghe, Noel 

Sharkey and Shannon Vallor, who has written extensively on the relationship of virtue 
ethics and technology. The foundation has engaged on some cutting edge debates, 
such as sexual relations with robots, healthcare and drone warfare. Their view is that 
as robots have no moral intelligence, it is the responsibility of humans behind the 
robots to be held accountable and this process needs to start before innovations are 
introduced in the field. Particularly relevant to the VIRTEU project is their focus on 
introducing ethical decision making in Research and Development to mitigate pre-
emptively. 

                                                             
67 ALLEA - All European Academies. (2017). The European Code of Conduct for Research Integrity  
68 Kuhlmann, S., Edler, J., Ordonez-Matamoros, G., Randles, S., Walhout, B., Gough, C., & Lindner, R. (2016). 

Responsibility Navigator. Retrieved from http://responsibility-navigator.eu/navigator/ 
69 ResAgora. (n.d.). The Co-construction Method – Responsibility Navigator. http://responsibility-navigator.eu/co-

construction-method/ 
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4.3.2 British	Standards	Institute	BS8611:	Guide	to	the	ethical	design	and	
application	of	robots	and	robotic	systems	

The British standard BS861170 is a practical guide for carrying out an ethical risk 
assessment of a robot. It goes beyond the basic principles of doing not harm and 
includes some more complicated issues, such as emotional attachment. This is 
perceived as a particular problem for children, who could form bonds with robots as 
they do with other inanimate objects. However, robotics could open the way for 
manipulation or other effects than a more passive doll or another toy. 

4.4 Artificial	Intelligence	
Artificial Intelligence is generating a huge amount of concern and has seen 

numerous initiatives to introduce ethics in the field. Some of the concerns are similar 
to robotics and autonomous systems such as self-driving cars. AI however also raises 
more existential worries about machines ultimately dominating humanity. 

4.4.1 Norton	Rose	Fulbright	AI	Ethics	Toolkit	
The law firm Norton Rose Fulbright has developed an extensive toolkit for assessing 
risks in artificial intelligence71. It follows three main elements: unmasking or exposing 
the inner workings of the AI, building compensatory measures and testing in the real 
world through auditable trails and other tools. They cover the issues of fairness, data, 
transparency and accountability. 

The process introduces some interesting concepts such as “compliance by 
design”, which would include privacy by design but also other aspects, and “ethics-
bounded optimisation” to ensure autonomous systems do no bypass ethics. 

4.4.2 Asilomar	AI	principles	

 The Asilomar principles were developed in conjunction with the 2017 
conference of the Future of Life Institute held in Asilomar. The institute has the 
backing of various high-profile academics and technology billionaires such as Max 
Tegmark and Elon Musk.  

The 23 principles cover research directions, ethics and long-term impacts as 
separate areas. Each principle is a short statement without extensive notes or 
examples. Principle 12 covers Personal Privacy: “People should have the right to 
access, manage and control the data they generate, given AI systems’ power to 
analyze and utilize that data”.72  

                                                             
70 BSI. (n.d.). BS 8611:2016 Robots and robotic devices. Guide to the ethical design and application of robots 

and robotic systems. shop.bsigroup.com. 
71 Ethics risk toolkit | Norton Rose Fulbright. (n.d.). Ethics risk toolkit | Norton Rose Fulbright. Retrieved January 

2, 2018, from http://www.aitech.law/publications/ethics-risk-toolkit 
72 Future of Life Institute. (n.d.). AI Principles . Retrieved January 2, 2018, from https://futureoflife.org/ai-

principles/ 
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The practical application of these general principles can be a challenge. For 
example, the approach to risk in principle 21 is that “Risks posed by AI systems, 
especially catastrophic or existential risks, must be subject to planning and mitigation 
efforts commensurate with their expected impact.” Mitigating existential risk around 
climate change is proving very hard. 

4.4.3 Open	AI	
OpenAI73 is a non-profit artificial intelligence research company financed by Silicon 

Valley entrepreneurs – including Elon Musk and Peter Thiel - and some technology 
companies such as Microsoft and Amazon. Their goal is to use the fact that they do 
not need to generate profits to advance public benefit digital intelligence.  

The company produces extensive research and also open materials and tools for 
building AI systems. Much of their focus is on basic computer science research and 
making knowledge accessible, but they have also produced research on safety74. 

4.4.4 Partnership	on	AI	to	Benefit	People	and	Society		
The recently formed Partnership on AI75 is the largest multi-stakeholder effort so far. 

Founded by the main internet and computing companies Google, IBM, Microsoft, 
Facebook and Amazon, it has now expanded to include other industry and non-profits 
such as the Electronic Frontier Foundation. It also includes non-US organisations.  

Their stated aim is to “study and formulate best practices on AI technologies, to 
advance the public’s understanding of AI, and to serve as an open platform for 
discussion and engagement about AI and its influences on people and society.” 
However, the foundation has only started and there is track record or further tools 
available. 
 

4.4.5 MIT	Moral	Machine	
The MIT Moral Machine76 is a computer survey tool that presents moral dilemmas 

that machines face, in their main example self-driving cards, in order to check how 
humans see the problem. Simple images show situations and user has to choose a 

                                                             
73 OpenAI. (n.d.). OpenAI. Retrieved January 2, 2018, from https://openai.com/ 
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course or action.  

 

 
Figure 9 Moral Machine MIT 

 

The approach is quite utilitarian, being based on counting numbers and types of 
dead people if car crashes.  These types include executives, doctors, criminals or 
homeless persons, while fat people (euphemistically called large) are counterweighted 
with athletes. Animals are also included. It is unclear whether any real life self-driving 
car would use the taxonomy provided by researchers. 

The results of the survey present the user with an overview of their moral 
judgements on various topics: protecting pedestrians, saving number of lives, 
upholding the law, avoiding intervention, gender, age, species preferences, fitness and 
social value. 
 

4.5 Business	Ethics	
AS we discussed in the previous sections, there is a mushrooming US industry of 

business ethics, partly forced by regulatory compliance. Tools provided range from 
guidance for managers to full corporate programmes for multinational companies. 
Below we give a short description of a small selection of these tools. 
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4.5.1 	Institute	for	Global	Ethics	
 
The Institute for Global Ethics is a US-based non-profit that provides 

comprehensive tailored services to companies. They have proprietary ethics tools, 
training methods delivered by consultants. Their work is based on five shared ethical 
values: honesty, responsibility, respect, fairness and compassion77.  

4.5.2 Doug	Wallace	and	Jon	Pekel	-	Ten	Step	Method	
Wallace and Pekel’s tool for business managers is available online from various 

sources and appears to be quite popular78. It is openly based on consequentialist and 
absolute universal principle ethics. The tool could be popular with managers because 
it provides a familiar method, with various forms for stakeholder and issue 
management and a simple checklist with scores.  
 

4.5.3 Ethics	&	Policy	Integration	Centre	
The Ethics & Policy Integration Centre has published a toolkit composed of twelve 
independent tools aimed at business managers.79 These tools are representative of 
the business approach we have seen elsewhere, where processes are mainly driven 
by stakeholder concerns rather than intrinsic values, and the focus is on outcomes 
and evaluation. The main tools are simply tables to structure discussions and 
information gathering, some widely used in other organisational management 
contexts, such as a PESTLE analysis (politics, economy, society, technology, law, 
environment).  
 
The centre has integrated these tools into a process, published as a book that has 
now evolved into the official US government manual of ethics for businesses 
operating in emerging market economies.80  
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4.6 Design	Ethics	

4.6.1 Airbnb	Another	Lens	
The online accommodation company Airbnb has developed a research tool - in 
partnership with news agency NewsDeeply – to enable creatives to examine their own 
bias and assumptions.  The tool, Another Lens81, poses a set of questions to help 
designers “balance their bias, consider the opposite, and embrace a growth mindset”. 
The tool is a series of cards with questions such as “What would the world look like if 
my assumptions were wrong?” accompanied by explanatory text. There is no further 
guidance, manuals or structured process. 

4.6.2 Time	Well	Spent:	attention	capture	ethics	
There is growing awareness among technology developers and designers of the 

negative psychological impacts that digital technologies and social media have on their 
users82. One of the most high-profile efforts is the Time Well Spent initiative, launched 
by Tristan Harris, who used to work for Google but has since become a major critic83. 
Harris calls for devices to stop being designed with addictive features in order to 
enable people to disconnect more easily. The project presents some deign principles 
and synthetic examples84. 

4.6.3 Microsoft	inclusive	design	toolkit	
Microsoft has made publicly available a toolkit for inclusive design to deal with 
accessibility issues, developed to high standards.85 The toolkit is composed of 
various complementary materials: 1) a comprehensive manual, product of “hundreds 
of hours of research and humbling conversations with remarkable people”86, 2) 
activity and support cards and 3) powerful videos of users with disabilities explaining 
their everyday lives and issues they encounter.  
 
The activities are very diverse and clearly aimed at professional contexts requiring 
serious commitment, not just a team discussion or self-study. These include 
interviewing a person with disabilities and observation fieldwork. 
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The whole program is based on three simple design principles around inclusivity, 
diversity and universality. The toolkit also includes examples of actual Microsoft 
projects involving inclusive design, for example in their Xbox and Skype products. 

4.7 Internet	of	Things	

4.7.1 ThingsCon	
ThingsCon is a global community of practitioners around Internet of Things (IoT) and 
new hardware with a strong ethical stance. They promote a human-centric & 
responsible IoT, based in the principles of empowerment, respect, and 
inclusiveness.87  
 
The group has also produced a report on a potential Trustmark for IoT88 for Mozilla 
Open IoT Studio, which sets out proposals for a system to build consumer trust and 
help them navigate the complexity of the IoT landscape. The trust mark would 
encompass a very lightweight verification system, mainly based on self-assessment. 
The report includes an overview of initiatives for trust marks in IoT and other areas. 

 
 

4.7.2 Home	Area	Network	Code	of	Practice	(HANCODE)	
 
The HANCODE is being developed by Carsten Maple and Hugh Boyes at the 
University of Warwick in partnership with EDF Energy. This project is part of the 
EPSRC-funded PETRAS (Privacy, Ethics, Trust, Reliability, Acceptability and 
Security) initiative. 

This project will develop a Code of Practice (CoP) to be adopted by energy suppliers 
and manufacturers of devices. They focus on the connection between IoT consumer 
networking and the local networks built around smart meters.  

These Home Area Networks (HAN) are a little known and underutilised feature of 
smart meters. It is created mainly to connect meters and displays but it can go much 
further. In 2015 the UK government mandated that smart meters should have 
standards compliant IoT networking capabilities in the 868MHz  89, but there is no 
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evidence of any uptake of these networking capabilities by manufacturers of 
appliances. 

4.7.3 IoT	Design	Manifesto	
The IoT Design Manifesto styles itself as a “code of conduct for everyone involved in 
developing the Internet of Things, outlining 10 principles to help create balanced and 
honest products.”90 These principles include general intents, such as promoting a 
culture of privacy or designing useful things, and detailed commitments, including 
transparency over data collection and third parties. 

 

4.8 International	Development	
Countless initiatives in international development centre on technology. In recent 
years open data has been seen as a critical element of solving social problems, with 
poverty and inequality conceptualised as information governance problems. This has 
led to a growing awareness of the importance of data, privacy and technology ethics 
in the field of international development. 

4.8.1 Principles	for	Digital	Development	
The Principles for Digital Development91 are nine guidelines designed to help digital 
development practitioners integrate established best practices into technology-
enabled programs. These include user focus, sustainability, using open data and 
addressing privacy and security, among others. The principles are the product of 
extensive international consultation and are supported by international agencies, 
NGOs and governments.  

 
Each of the nine sections contains a short rationale and a series of core tenets with 
specific exhortations. The Privacy & Security guidelines include current best practice 
on data minimisation, etc. extensive requirements to work out risks, but also demand 
the obtention of informed consent, which may not be a legal requirement in many 
contexts, even in the EU. The sections also include guidance for applying these 
tenets to various project stages, and in monitoring and evaluation, and other 
resources and case studies. 
 
There does not appear to be a central certification or compliance mechanism, but 
some actors are developing their own systems. The UK Department for International 
Development has incorporated these principles into their procurement processes, 
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requiring key suppliers to show how they adhere to the guidelines.92 
 

4.8.2 Responsible	Data	Handbook	
The Response Data Forum is a network of international development NGOs and 
right groups working to support best practice in the handling of data in advocacy and 
development contexts. They have published a handbook that follows the project data 
lifecycle93, with detailed guidance for each step. The ethical basis of the project is a 
combination of harm avoidance with a principle of empowerment that puts people 
and agency at the centre. 
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