
INTRODUCTION

Modernisation of the NHS has been a key benchmark for the government, 

desiring to both deliver better healthcare and reorganise what is considered to 

be an inefficient service. Changing the underlying administration has therefore 

concentrated on key health infrastructure, including records and technology.  

This may seem the more achievable and important goal for health administration 

but has resulted in scarce benefits for service delivery. More critically, the current 

generation of NHS systems breach human rights by failing to restrict personal 

health information to clinicians directly involved in a patient’s care, with no clear 

route to redress.

The Database state seminars 

Health and personal data

www.jrrt.org.uk
www.openrightsgroup.org/dbs
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Key IssUes

Most people – even those who believe 

that “If you have nothing to hide, you have 

nothing to fear” – regard their medical 

records as highly personal and private, 

and few would be willing to have that 

information become public. The key 

problem with the NHS’s overall approach 

to IT is its preference for large, centralised 

databases over smaller, locally held ones 

and access controls over ownership. The 

upshot is that where formerly patients’ 

primary relationships were with their 

doctors, whom they typically trusted to 

act as a gatekeeper, in the new structure 

patient records may be shared in ways 

neither doctor nor patient expects with no 

clear path available for complaint or redress. 

One consequence is the erosion of trust in 

GP so that individuals with some conditions 

may not seek medical help; another is that 

the centralised structure makes privacy 

compromises more likely.

One other issue concerning health data 

recurs frequently: the desire to make 

“anonymised” data available for medical 

research and analysis. Research shows 

that  “anonymised” data is often easily 

reidentified when matched to other, public 

databases (such as, for example, electoral 

rolls). As the number and availability of 

such third-party data sources continue to 

increase and computing power continues 

to drop in price, it is safest to assume that 

there is no such thing as anonymised data.

DaTabases

The NHS National Programme for IT (NPfIT) 

was launched in 2002 with the goal of 

replacing all NHS computer systems with 

new ones that would share information. 

Since April 2005, it has been run by 

Connecting for Health, an agency of the 

Department of Health. NPfIT includes both 

national and regional databases. 

The following databases are in operation 

or development in English healthcare. The 

traffic light ratings are drawn from the 

Joseph Rowntree Reform Trust Database 

State report. Red means the database is 

almost certainly illegal under existing 

human rights and/or data protection 

legislation and that it therefore should 

be scrapped or significantly redesigned. 

Amber means that the database has 

significant problems and may be unlawful. 

These databases should be independently 
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assessed; depending on the circumstances, 

they may need to be shrunk, or split, or 

individuals may have to be given a right to 

opt out. 

 Population Demographics service:  

the NHS’s new “address book” contains 

names, addresses, phone numbers, and 

other basic information about more 

than 50 million patients in England, 

all mapped to NHS numbers, plus any 

passwords they have set up and whether 

they have consented to share certain 

types of information. This information 

is all potentially accessible to the over 

half a million people who have NHS 

smartcards unless the patient knows to 

ask their GP to ‘stop-note’ them. Many 

modern systems automatically check 

patient details against PDS, creating 

potentially revealing audit trails that 

show which doctors or other providers 

have dealt with a patient. Much of the 

information about children that appears 

on ContactPoint is also available via PDS.  

JRRT rating: amber.

summary Care Record: also known 

as the Personal Spine Information 

Service (PSIS). The SCR will initially hold 

information such as allergies and current 

prescriptions that might be of use in 

unplanned care; it may be developed it 

into a full electronic health record that 

will be available nationally. There has 

been controversy over who should have 

access and whether patients should be 

required to opt in or opt out. The Health 

Committee has commented on the lack 

of clarity about the SCR’s contents and 

consent arrangements.  

JRRT rating: amber (red if the sCR 

collects data and makes it available 

to administrative staff regardless of 

patient content).

secondary Uses service: harvests 

and archives summaries of episodes of 

secondary care, and is set to acquire 

significant data from primary care. Data 

sources include summary and detailed 

care records. The system’s main use is 

administration: payments, cost control, 
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tracking compliance with performance 

targets, from resource planning, and even 

answering parliamentary questions. Its 

secondary use is to support research. This 

system lacks an effective opt-out.  

JRRT rating: red.

electronic Prescription service: already 

used for millions of prescriptions a year 

and intended to allow patients the ability 

to fill electronic prescriptions at any 

pharmacy. Many more people have access 

to this system than had to the NHSBSA 

Prescription Pricing Division’s database, 

and the new system will have greater 

functionality.  

JRRT rating: amber (red if electronic 

prescription data is used for research 

without consent).

 Out of Hours: both the eight-year-old 

nurse-based triage system NHS Direct 

(being rebranded as NHS Choices)  and 

13-year-old Adastra, which supports 

out-of-hours GP service contractors, 

have large amounts of data on millions 

of patients. Replacing these systems with 

electronic messaging to save time and 

errors was agreed in 2000, but has since 

become subsumed into NPfIT.  

JRRT rating: amber.

Picture archiving and Communications; 

Radiology Information (PaCs):  enables 

X-rays and other medical images to be 

stored remotely in digital form, and 

transmitted to where they are needed. A 

related system, the Radiology Information 

System (RIS), stores related data such 

as diagnostic opinions written by 

radiologists about PACS images. In many 

parts of the country opting out of having 

image data held remotely means patients 

cannot receive medical care involving 

imaging or radiotherapy.  

JRRT rating: amber.

Choose and book: processes 30 to 40 

percent of secondary care referrals in 

England; it includes a facility to mark 

sensitive information contained in 

referral letters to limit access.  

JRRT rating: amber.
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Detailed Care Record (aka Local Details 

Record): the centrepiece of NPfIT, to 

which GPs, hospitals, nurses, social 

workers, and others can all contribute. 

DCR replaces traditional systems in which 

patient records were kept locally by a GP 

surgery or hospital with hosted systems 

in which the records and supporting 

software are held remotely. The system 

poses problems of data quality (if 

many can write to a record, who is 

responsible for ensuring its accuracy?), 

and patient trust. Many practitioners 

believe that for safety, privacy, and 

system engineering reasons, we should 

revert from the shared-data model to 

traditional provider-specific records plus 

a messaging framework to enable data to 

be passed from one provider to another 

when appropriate.  

JRRT rating: red.

National Childhood Obesity Database: 

contains the results of height and weight 

measurements taken from school pupils 

in Year 1 and Year 6 since 2005. Parents 

have the right to withdraw their children; 

about 80 percent participate. Its purpose 

is to monitor progress towards the 

government’s 2004 target of halting the 

rise in obesity among children under 11 

by 2010.  

JRRT rating: amber. 

GP extraction service: a centrally 

managed primary care data extraction 

and analysis service that will obtain 

information from NHS GP systems in 

England with the aim of improving 

patient care. GPES data will be made 

available to recognised NHS bodies 

including strategic health authorities, 

primary care trusts, and practice 

based commissioning groups subject 

to business case justification and 

determination of the applicable 

information governance and 

authorisation procedures. Replaces 

the ten-year-old Miquest (Morbidity 

Information Query and Export Syntax). 

Patient consent seems not to have been 

considered.  

JRRT rating: unrated.
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Dr Emma Byrne holds a PhD in computer 
science from University College London, 
and was a consulting researcher on 
the independent evaluation of the NHS 
Connecting for Health Summary Care Record. 
She has also researched the process of 
policymaking in an NHS Primary Care Trust.

A tale of two care-records: the English 
Summary Care Record and the Scottish 
Emergency Care Record. 

The English Summary Care Record (SCR) 
has never had a clearly defined use case. It 
was designed with no idea who the users 
would be or what tasks they would use it 
for.  It was built on what might uncharitably 
be called a Field of Dreams brief: “If you 
build it, they will come.” Connecting 
for Health maintain that SCR will grow 
over time and meet a number of, as yet 
unspecified, needs. Nobody knows what it 
will grow into nor whether the is the right 
kernel from which to grow.

The designers don’t understand how the 
record will be used. As a result the system 
in general, and the security measures 
in particular, have some obvious design 
flaws. For example, the system mandates 

that individuals will have their own access 
controls and passwords, based on their 
roles. These security measures are not fit 
for purpose: sign on takes up to 90 seconds 
each time, and there is no guarantee that 
the role-based access will allow doctors and 
nurses to see the patient information that 
they need. Faced with a choice between 
loss of data and loss of life, in 2007 the A&E 
department of South Warwickshire General 
Hospitals Trust declared that they would 
knowingly break the rules and leave one 
senior -level smartcard in the computer for 
the whole shift. 

In contrast, the Scottish Emergency Care 
Record (ECR) started with a specific use case 
in mind: emergency medicine. There is a 
small number of users, and specific settings 
in which the data is used: telephone triage 
nurses use it to provide medical advice, and 
to determine whether a patient should be 
sent to hospital.  The nurse must ask the 
patient permission to view the record, and 
notification of each access is automatically 
sent to the patient via their GP. Security 
measures operate on the principle that the 
patient should be informed every time their 
record has been viewed, and by whom.  

GUesT sPeaKeR: emma byRNe
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Fleur Fisher trained and worked as a doctor 
before becoming an NHS manager and then 
Head of Ethics, Science, and Information for 
the British Medical Association. She was also a 
member of IRCT.

In the last 30 years, we have moved from 
a doctor-patient relationship based on 
paternalism to one based on partnership 
which requires confidentiality, consent, 
and respect for the patient’s autonomy as 
its appoting principles. We require doctors 
to get consent for a course of treatment 
or an operation – but it’s often seen as 
less convenient to get consent for the use 
of their data for research purposes This is 
part of a huge paradigm shift from seeing 
people as individuals to seeing people as 
bundles of data.

People’s data should not be dealt with less 
respect than their persons. Any clinician 
understands the convenience of being able 
to search a database rather than piles of 
paper records, but we must not trash the 
principles of confidentiality underpinning 
the doctor-patient bond by abandoning the 
principle of consent for sharing.  Searching 
for a memorable phrase I have described 
personal health data as the virtual naked 

patient.

In China, young criminals were executed 
to provide organs for transplant to 
foreigners based on tissue-typing data 
transferred from medical records to police, 
Governments can abuse information 
doctors have gathered to target  patients. 
Maintaining a separation between 
government and government agencies 
and information gathered by health 
professionals is increasingly important. Even 
in this country, targeting is not unknown 
– 37 percent of black men are on the DNA 
database, but only 10 percent of white men

An example of good practice in this area 
was the former Public Health Laboratory 
Service, which allowed public health 
doctors to log individual cases of infectious 
disease to monitor epidemic spread, but 
that identifiable case data was not shared 
with information systems outside the PHLS. 
This approach assured confidentiality: there 
were no recorded cases of data leaks.

To uphold the ethical practice of medicine, 
it is essential that clinicians see themselves 
as primarily serving the interests of their 
patients and do not allow themselves to 
metamorphose into government informers.

GUesT sPeaKeR: FLeUR FIsHeR
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PRINCIPLes

Minimise data: collect only what is needed, and keep it no longer than necessary. Central 
systems should be simple and minimal and hold sensitive data only when both proportionate 
and necessary.

Government should only compel the provision or sharing of sensitive personal data for clearly 
defined purposes that are proportionate and necessary in a democratic society.

By default sensitive personal information should be kept on local systems and shared only with 
the subject’s fully informed consent.

Citizens should have the right to access most public services anonymously.
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