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About the Open Rights Group

The Open Rights Group is a fast-growing NGO focused on raising awareness 
of issues such as privacy, identity, data protection, access to knowledge and 
copyright reform. Founded in 2005 by a pledge from 1000 members, ORG is 
funded by small grants and donations from supporters. We aim to improve 
both understanding and policy in digital rights matters that affect both
businesses and the public. Our activities include organising campaigns,
psff}mrk kszivrqirx0 erh liptmrk nsyvrepmwxw Ărh i|tivxw erh epxivrexmzi 
voices for stories.

The Open Rights Group’s goals are to raise awareness of digital rights 
abuses; to provide a media clearinghouse, connecting journalists with 
i|tivxw erh egxmzmwxw? xs tviwivzi erh i|xirh xvehmxmsrep gmzmp pmfivxmiw mr xli 
digital world; to collaborate with other digital rights and related organisations; 
and to nurture a community of campaigning volunteers, from grassroots 
egxmzmwxw xs xiglrmgep erh pikep i|tivxw2
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The UK is to hold more electronic voting pilots 
during the May 2007 elections, despite serious 
problems with e-voting technology.

Contrary to the global trend away from electronic voting, the British govern-
ment has announced — after a three year hiatus — a new series of electoral 
modernisation pilots which include e-voting and electronic vote counting. 

Gsyrxvmiw {svph{mhi evi pievrmrk xlex i|tirwmzi i1zsxmrk xiglrspskmiw evi 
not as secure, accurate or reliable as suppliers promise. Systems fail on  
ipigxmsr he}0 wsjx{evi fykw tvizirx zsxiw fimrk vigsvhih0 zsxivw Ărh xli mr-
terfaces hard to use, and recounts turn out to be impossible. These problems 
sggyv izir {lir eyxlsvmxmiw lezi mqtpiqirxih xiwxmrk0 givxmĂgexmsr erh eyhmx  
processes for the systems being used.

Lessons could have been learnt from the e-voting pilots that have been 
liph mr xli YO wmrgi 6444 erh xli i|tivmirgiw sj sxliv gsyrxvmiw0 fyx xli} 
have not. Instead, the Government has plunged headlong into a new round 
sj i1zsxmrk tmpsxw {mxlsyx er} eyhmx0 xiwxmrk erh givxmĂgexmsr tvsgiwwiw0 sv 
meaningful oversight by technically competent bodies. They have ignored 
calls from both vendors and the Electoral Commission to allow more time for 
implementation, so 2007 will see another rush to be ready by election day.  

Why is e-voting being foisted onto our democratic process? In the white papers 
Modern Local Government (1998)1 and Modernising Government (1999)2 the 
Government says that elections must be modernised. Ministers believe it will 
improve engagement: the 2007 pilot prospectus by the Department for  
Constitutional Affairs argues that e-voting could stem declining turnout, in 
spite of evidence to the contrary. In fact, turnout fell during the 2003 pilots3.

Still, even if turnout isn’t improved by e-voting, why worry? How disastrous 
can the modernisation of elections be? We trust our banking, our hospitals, 
and even airplanes to computers — how could this be any different? 

Zsxmrk mw e yrmuyip} hmjĂgypx uyiwxmsr jsv gsqtyxiv wgmirgi> xli w}wxiq qywx 
verify your eligability to vote; know whether you have already voted; and  
allow for audits and recounts. Yet it must always preserve your anonymity4 
erh tvmzeg}2 Gyvvirxp}0 xlivi evi rs tvegxmgep wspyxmsrw xs xlmw lmklp} gsqtpi| 
tvsfpiq erh i|mwxmrk w}wxiqw evi yreggitxmfp} ăe{ih2

E-voting threatens the integrity of our elections 
and we oppose its use in our democracy.
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E tsmrx sj gpevmĂgexmsr> i1zsxmrk mw rsx i1hiqsgveg}
It is important to understand that e-voting is not the same as e-democracy: 
xli} evi hmwxmrgxp} hmjjivirx xiglrspskmgep Ăiphw2 Xli Stir Vmklxw Kvsyt  
supports developments in e-democracy, such as using the web to facilitate 
public consultations or improve people’s access to their local, national and 
European representatives. But voting is a very particular case which, for the 
viewsrw i|tpemrih fips{0 mw rsx fiwx wivzih f} mrxvshygmrk ri{ xiglrspsk}2

The secret ballot is essential to democracy
Voting is the fundamental action of democracy. By casting a vote we hold 
previous politicians to account, choose new representatives, and take a 
stand on issues important to us. Of course democracy is more than votes 
– it’s debate, letter writing, campaigning and consultation – but the vote is 
how every single citizen can wield real and immediate power. It’s incredibly 
important that everyone can vote without interference, safe in the knowledge 
that their vote will be counted.

Through the long history of democracy we have learnt that in the pursuit of 
power some groups are willing to threaten voters to make sure they vote ‘the 
right way’. But if the vote is secret then there is no way for intimidators to 
know whether someone has voted for them or not and so threats become 
useless. The secret ballot is an important, fundamental right that protects  
voters and the integrity of our elections.

Zsxiw evi e zmxep i|tviwwmsr sj xli tistpiùw ts{iv {lmgl qywx fi fsxl wigvix 
and restricted to only one per citizen.

Pencil and paper protect us from electoral fraud
Voting began 2,500 years ago in Athens, but it wasn’t until the 17th century 
that paper ballots began to re-emerge for use in political elections. These 
paper-based elections wouldn’t have met modern standards. Ballot papers 
were provided by candidates or voters, so they could be pre-printed with all 
the votes marked for one party. They could also be different colours, shapes 
and sizes, so it was easy to know how anyone had voted, just as if they had 
called it out in public.

It took a series of innovations in the Australian colonies from 1856 onwards to 
gviexi xli Wigvix Eywxvepmer Feppsx2 Jsv xli Ăvwx xmqi xli feppsx {ew tvmrxih f} 
sjĂgmepw0 hipmzivih xs xli zsxiv {ls qevoih mx {mxl e gvsww ri|x xs xli tvijivvih 
gerhmhexi erh hitswmxih mr xli feppsx fs| yrhiv kszivrqirx wytivzmwmsr2 
The Australian method was rapidly adopted around the world from the 1870s 
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onwards in response to rampant electoral fraud: vote buying, intimidation, 
bribery, bullying, threats from employers and dizzying amounts of money 
spent by candidates on alcohol for voters.

In the UK, pressure to introduce the secret paper ballot surfaced around 
1819. The number of people winning the right to vote grew dramatically 
xlvsyklsyx xli 5=xl girxyv}0 }ix zsxmrk {ew wxmpp hsri svepp} xs e vixyvrmrk sjĂ-
cer and a clerk. Despite widespread fraud, King William IV and many ‘English 
Gentlemen’ opposed the secret ballot. It took a gruelling 50 year campaign 
erh i|eqtpiw jvsq evsyrh xli {svph0 mrgpyhmrk Eywxvepme0 xs tivwyehi Tevpme-
qirx0 Ărepp}0 xs teww xli 5<;6 Feppsx Egx2 Xlmw {ew wix xs i|tmvi mr 5<<4 fyx 
the Secret Australian Ballot’s positive impact was indisputable and, in 1882, 
the Ballot Act’s changes were made permanent.

Since then, to further combat fraud and intimidation, improvements have 
been made to voter registration and the security of the ballot. These have 
been incremental improvements on a proven system that has evolved in the 
face of corrosive and brutal electoral fraud. This is a system that protects 
itself, as well as the voters.

[l} mw i1zsxmrk e hmjĂgypx tvsfpiqC
First, let’s consider the international standards an election has to meet to be 
considered free and fair:

	 É Mrhmzmhyepw lezi xs fi eggyvexip} mhirxmĂih ew ipmkmfpi zsxivw {ls  
	    have not already voted.
	 • Voters are only allowed one anonymous ballot each, which they can
 	    mark in privacy.
	 É Xli feppsx fs| mw wigyvi0 sfwivzih erh0 hyvmrk xli ipigxmsr0 srp} efpi
 	    to have votes added to it by voters. Votes cannot be removed.
	 É [lir xli ipigxmsr irhw xli feppsx fs| mw stirih erh gsyrxih mr xli 
	    presence of observers from all competing parties. The counting 
	    process cannot reveal how individual voters cast their ballots.
	 • If results are in doubt the ballots can be checked and counted again
 	    by different people.

We can formulate three basic steps for a computerised voting system: check 
that a user is entitled to vote and hasn’t already; show the user the ballot and 
vigsvh xlimv zsxi? erh0 Ărepp}0 gsyrx xli zsxiw2 

Ex Ăvwx kpergi xlmw ettievw xs fi nywx pmoi wippmrk ksshw srpmri> gligo xlex e 
user is who they say they are so that they can use the credit card on record; 
show the items they can buy; then process the order and send out the goods.
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Fyx xliwi wmqmpevmxmiw evi srp} wytivĂgmep2 [lir }sy wlst srpmri xli qivglerx 
knows who you are at all times, otherwise they wouldn’t be able to charge 
your card or  know where to send your purchases to. But in an election we 
cannot associate your identity with your vote without breaching your privacy, 
yet somehow we need to be certain that you actually are entitled to vote. 
Xs tvizirx feppsx wxyjĂrk0 {i qywx qevo }syv zsxi ws xlex {i ger fi wyvi mx 
came from a real voter, yet we cannot trace this vote to you personally. 

Mx xyvrw syx xlex xlmw mw er i|xviqip} hmjĂgypx gv}txskvetlmg tvsfpiq xlex wxmpp 
challenges top scientists and there simply are no solutions which are practical 
erh {lmgl jypĂp epp rigiwwev} gvmxivme2

In the meantime e-voting suppliers are selling systems they believe are ‘good 
enough’, but which make compromises. The problems with e-voting arise 
not only because these compromises are made, but also because of the 
hmjĂgypxmiw sj fymphmrk er} pevki1wgepi gsqtyxiv w}wxiq2

All election counts have some problems due to human error. However these 
errors are random, as likely to affect one candidate as another, so that overall 
the result is fair. If errors become systematic, such as if an e-voting system 
doesn’t register any votes for one candidate, or counts backwards for one 
candidate whilst counting forward for another, then the errors aren’t evenly 
distributed5. This means that one candidate is more likely to be affected than 
others and so the election result isn’t a fair representation of voters’ intentions. 

These types of errors can have serious implications: small vote manipula-
tions of less than 1% in key marginal seats can swing the results of elections 
mr Ăvwx1tewx1xli1tswx w}wxiqw wygl ew xlex ywih mr xli YO6. And, as will be 
wls{r fips{0 gsyrxvmiw {mxl zsxmrk w}wxiqw piww wirwmxmzi xs jveyh xler Ăvwx1
past-the-post are already withdrawing e-voting systems.

Common forms of e-voting
Kiosk
Kiosk e-voting consists of dedicated machines being used in the polling 
station or elsewhere, such as shopping malls, to let electors cast their votes. 
Votes are cast using buttons or a touch screen and are stored in an electronic 
memory. If used in a polling place, kiosk systems have the advantage of  
being supervised. 

But unless a paper ballot is printed at the time of voting and checked by the 
voter, manual recounts are not possible. If there are any technical problems 
or attempts at fraud, polling station staff lack the skills to resolve matters; 
they are dependent on support from the e-voting supplier. This support is 
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often sub-contracted, but regardless it is inevitable that voters will be forced 
to wait until support staff can atttend the polling station. In America, this has 
resulted in a need for court injunctions to decide whether the polling station 
ger wxe} stir psrk irsykl xs pix {emxmrk zsxivw i|givgmwi xlimv vmklx xs zsxi2 

Kiosk machines are costly, particularly in light of the fact that they can only 
be used for elections. Whilst kiosk machines can provide audio and other  
input/output features to help voters with disabilities vote alone, they are only 
shifting their trust from a helper in the polling station to a system they cannot 
be sure is voting as they desire.

Remote (Internet)
Voters sit at home or in a library and use a computer, digital television or  
mobile phone7 to mark their ballot. 

Ipigxmsrw liph ywmrk viqsxi zsxmrk ger fi gsrxirxmsyw figeywi mx mw hmjĂgypx 
to verify that the voter is who they claim to be. Both anonymity and privacy 
are compromised because others can watch the elector vote. This opens the 
door to voter coercion and vote buying.

There are technical problems too. The system is vulnerable to attacks both 
on the central e-voting server and on each computer used to vote. These 
attacks may disrupt the process of voting or bring the results into question. 
Meaningful recounts are not possible as all the authorities have is a database 
of votes, with no paper trail for audit.

Virs{rih gv}txskvetliv erh gsqtyxiv wigyvmx} i|tivx Fvygi Wglrimiv 
argues that “a secure internet voting system is theoretically possible, but it 
{syph fi xli Ăvwx wigyvi rix{svoih ettpmgexmsr iziv gviexih mr xli lmwxsv} sj 
computers.”8 

Phone
Votes are cast either through a touch-tone system (similar to that used for 
xipizmwmsr zsxiw- sv xlvsykl WQW xi|x qiwwekiw sr qsfmpi tlsriw2 Eyxlirxm-
cation is achieved through the use of PIN and access codes that are mailed 
to voters ahead of the ballot. 

While proven in entertainment settings where there are no requirements for 
authentication, such systems are not suitable for democratic elections. 
Phone voting depends on highly centralised, private infrastructures which, in 
the case of SMS, are also unreliable and insecure (SMS messages are sent 
‘in the clear’ and so could be intercepted). Thus privacy is virtually impossible 
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e-Voting tales of woe from around the world
Electronic voting has been introduced in many countries worldwide, only for  
wivmsyw hsyfxw xs fi vemwih efsyx xli wigyvmx}0 eggyveg}0 vipmefmpmx} erh zivmĂ-
ability of electronic elections. 

Italy has announced its intention to no longer pilot e-voting methods. Making 
the announcement, Italian Minister of the Interior Guiulano Amato said that 
“We decided to stop the electronic voting machine … It will be the triumph of 
our ancestors … Let’s stick to voting and counting physically because [it is] 
less easy to falsify.”9

Wigyvmx} viwievglivw mr Xli Rixlivperhw lezi hmwgszivih wivmsyw ăe{w mr e 
model of e-voting machine widely used by the Dutch government and pur-
glewih f} xli Mvmwl2 Xli ăe{w0 {lmgl mrgpyhih fimrk efpi xs viqsxip} hixigx 
ls{ e zsxi {ew gewx jvsq xli qeglmriùw vehms iqmwwmsrw0 {ivi gsrĂvqih 
by the Dutch Intelligence and Security Service. Subsequently a government 
review led to the withdrawal from elections of e-voting machines from a com-
peting supplier.10

The Republic of Ireland has a moratorium on its e-voting machines after an 
Independent Commission, created after repeated cross-party criticism, 

xs qemrxemr erh wigyvmx} mw fewih qsvi sr gsqqivgmep gsrĂhirxmepmx} erh 
gsrxvsp sj xli gsrrigxmsrw xler er} i|tpmgmx tvsxsgspw ,wygl ew WWP sr xli 
web).

Indeed TV production companies encourage multiple-voting as a way to in-
crease their revenue from each vote cast. For the very enthusiastic fan, soft-
ware is available on the internet which automates dialing, allowing a single 
individual to vote hundreds of times. 

e-Counting
Specially designed ballots are marked by voters in such a way that an optical 
counting machine, i.e. a computer, can read them. The advantages of the  
paper ballot system are retained, but counts are quicker and if problems 
arise recounts of the ballot can still be done by hand. 

However, computer-readable ballot papers can be confusing for some voters, 
resulting in errors and lost votes. E-counting systems are as vulnerable to 
fraud and error as other forms of e-voting technology, and unless the ballot 
papers are regularly audited and counted, then incorrect or fraudulent results 
can escape detection.
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yrgszivih wivmsyw xiglrmgep erh tvsgihyvep ăe{w2 Sri xippmrk Ărhmrk jvsq 
the Commission’s second report was that “the testing of the [e-voting] system 
as a whole carried out to date, as well as the investigation, analysis and in-
hitirhirx xiwxmrk erh givxmĂgexmsr sj mxw mrhmzmhyep gsqtsrirxw0 _{ewa mrwyj-
Ăgmirx xs tvszmhi e wigyvi fewmw jsv xli ywi sj xli w}wxiq ex ipigxmsrw 
in Ireland.”11 According to Freedom of Information releases, Ireland spent 
ÿ55428 qmppmsr sr i1zsxmrk fix{iir 6446 erh Qe} 6448212

Xli Gerehmer tvszmrgi sj Uyifig lew er mrhiĂrmxi qsvexsvmyq sr xli ywi sj 
its e-voting machines following the investigation of troubled municipal elec-
xmsrw2 Hipmzivmrk lmw vitsvx sr i1zsxmrk0 Uyifigùw Glmij Ipigxsvep SjĂgiv wemh 
xlex i1zsxmrk w}wxiqw ö_hsa rsx sjjiv wyjĂgmirx kyeverxiiw sj xverwtevirg} 
and security to ensure the integrity of the vote.”13 

The United States, which has been a pioneer in using technology for elections, 
has a long history of problems with e-voting, some of which raise doubts as 
xs xli pikmxmqeg} sj viwypxw2 Mr 64480 e kvsyt sj i|tivxw mwwyih e vitsvx gvmxmgep
of a planned internet voting system for US soldiers overseas, resulting in the 
project being cancelled. They wrote that “the vulnerabilities … cannot be 
Ă|ih f} hiwmkr glerkiw sv fyk Ă|iw xs _xli w}wxiqa2 Xliwi zyprivefmpmxmiw evi 
fundamental in the architecture of the internet and of the PC hardware and 
software that is ubiquitous today. They cannot all be eliminated for the fore-
seeable future without some unforeseen radical breakthrough.”14 

Mr Rsziqfiv 644:0 Eqivmgeùw mrăyirxmep Rexmsrep Mrwxmxyxi sj Wxerhevhw * 
Technology stated that electronic voting machines “in practical terms cannot 
be made secure.”15 This is a view shared in prominent journals by leading  
computer science and elections academics around the world.

Doubts over the veracity of election results in the United States — including 
the 2000 Presidential count in Florida, the 2004 Presidential count in Ohio 
and the 2006 mid-term elections —have all revolved around failings or manip-
ulations of e-voting systems. By January 2007 one Congressional seat was 
still in limbo due to 18,000 questionable votes cast with an e-voting system16. 
Xli ămqw} i1zsxmrk givxmĂgexmsr tvsgiww mr xli YW lew epws fiir geppih mrxs 
question after one of the key testing labs was secretly suspended in 200617.

Xliwi mrxivrexmsrep i|tivmirgiw lezi wls{r xlex {lir ipigxvsrmg erh wsjx-
{evi xiglrspskmiw evi mrxvshygih mrxs xli ipigxmsr tvsgiww0 wmkrmĂgerx erh 
worrying problems arise.
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e-Voting is a black box system
Zsxmrk xiglrspsk} mw {lex mw ors{r ew e øfpego fs|ù> zsxivw0 gerhmhexiw erh 
izir sjĂgmepw gerrsx wii xli mrriv xli {svomrkw sj xli qeglmriw2 Srp} e wqepp 
kvsyt sj xiglrspsk} i|tivxw lew er} lsti sj yrhivwxerhmrk ls{ xli ipigxmsr 
is being conducted and counted. Because the votes are invisible, made up 
sj sriw erh ~ivsiw0 mx mw i|xviqip} hmjĂgypx izir jsv i|tivxw xs fi givxemr xlex 
what vendors claim is happening really is happening. 

Manipulating bits in a computer is much easier than copying paper ballots, 
so there is potential for undetectable vote manipulation on a scale never seen 
before: a hacker could hide a tiny piece of code in the voting software that 
gsyph mrzmwmfp}0 fyx wmkrmĂgerxp}0 qshmj} er ipigxmsrùw viwypxw2 Fyx tyxxmrk ewmhi 
undetectable hackers, vote stealing and other manipulations, we must also 
remember that these systems are built by ordinary, fallible people. 

Like all computers, e-voting systems go wrong and usually do so on election 
day because this is the only time they are used. And the problems that come 
to light are not trivial. There have been cases where selecting one candidate 
stored a vote for another, or where the system failed completely, depriving 
people of their right to vote. Problems are often not discovered until the elec-
tion is over, when it is impossible to say how the votes should have been cast.

Figeywi xli zsxiw evi wxsvih ew fmxw0 xlivi mw rsxlmrk jsv ipigxmsr sjĂgmepw xs 
study when problems occur, as there is with paper ballots. There is nothing 
xs eyhmx i|gitx wsqi qiqsv} gevhw0 {lmgl gerrsx wlih er} pmklx ytsr {lex 
lettirih fyx ger srp} tvszmhi e Ărep xepp}2 Xlivi mw rs {e} jsv xli zsxiv0 ger-
hmhexiw sv sjĂgmepw xs ors{ {lixliv xli zsxivùw mrxirx {ew eggyvexip} wxsvih 
and then correctly counted by the e-voting system. Everything happens 
mrwmhi xli fpego fs|2 

With a paper ballot the voter can see their mark and has immediate feed-
fego2 Xlex qevo mw wxsvih0 yrglerkiefpi0 mr xli feppsx fs| yrxmp mx mw xmqi xs fi 
gsyrxih2 Mj e vigsyrx mw viuymvih0 xlex feppsx ger fi i|eqmrih e wigsrh xmqi2

It would be trivial for an e-voting system to report that it has stored a vote for 
Ms X when in fact Mr Y gains one vote in the memory card. Under these cir-
cumstances, a recount is no help, as the computer adds the same numbers 
up again and will arrive at the same result each time. With paper, new people 
can be called in to count and judges can debate each ballot paper, but with 
e-voting the election is nothing but the numbers on the screen.

These fears are not just theoretical. Activists in the United States worked with 
e Jmrrmwl gsqtyxiv wigyvmx} i|tivx erh e viwtigxih ipigxmsr sjĂgmep mr Jpsvmhe 


